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OITPEJAEJIEHUA

B HacrosmemM 10KyMEHTE HCTIOJIB3YIOTCA CIEAYIOIUE TEPMUHBI U UX OTIPEICIICHUS.

ABTOMATH3MPOBAHHAA CHCTEMA — CHUCTEMa, COCTOSIIAsl M3 IMEpCOHaNa U KOMIUIEKCa
CPEICTB aBTOMAaTHU3AIllMU €T0 JACATEIBHOCTH, pealn3yiomas MHPOPMAIMOHHYIO TEXHOJIOTHIO
BBITIOJIHEHUS YCTAHOBJICHHBIX (DYHKIIUH.

AyTeHTH(PUKALIMSA OTHPABUTESI JAHHBIX — MOATBEPKACHUE TOTO, YTO OTIPABUTEIb
MOJYYEHHBIX JAHHBIX COOTBETCTBYET 3aBJICHHOMY.

Be3onacHOCTh NMEePCOHANBHBIX JAHHBIX — COCTOSIHUE 3alUIIIEHHOCTH MEPCOHAIbHBIX
JAHHBIX, XapaKTePU3yeMOE CIOCOOHOCThIO MOJb30BATENICH, TEXHUYECKUX CpPEJICTB U
WH(OPMAIIMOHHBIX ~ TEXHOJIOTMM  O0ecrneyuTh KOH(MUIEHIUATBHOCTh, IEJIOCTHOCTh U
JIOCTYITHOCTh TE€PCOHAIBHBIX JIAHHBIX TpU UX 00padoTke B MHGOPMAIMOHHBIX CHUCTEMax
MEePCOHATBHBIX JIAHHBIX.

buomMerpuyeckue mepcoHaJbHbIE JAHHbIE — CBEACHUS, KOTOPBIE XapaKTEPU3YIOT
(U3HOIOrNYECKHEe OCOOEHHOCTH YEJIOBEKa M Ha OCHOBE KOTOPBIX MOKHO YCTAHOBUTBH €TI0
JUYHOCTh, BKJIOYas (ororpaduu, OTHEHYATKH MaJblLEB, 00pa3 CETYATKHU IJ1a3a, OCOOEHHOCTH
CTPOCHUS TeJia U IPYTYIO MOA00HYI0 HH(OPMAITHIO.

BioknpoBaHue mnepcoHAJBLHBIX JAAaHHBIX — BPEMEHHOE NpeKpalieHne oO0paboTKu
MEePCOHATIBHBIX JIAHHBIX (32 MCKIIOYEHHEM CiydaeB, eclii 00paboTka HeoOxoawma s
YTOUHEHUS NIEPCOHATIBHBIX JIAaHHBIX ).

Bupyc (koMnbHOTEepHBbIH, MPOrPaAMMHBbIN) — HCIOJHIEMbI IPOTPAMMHBIA KOJ WJIN
UHTEPIPETUPYEMBII HAOOP MHCTPYKIIMM, 00JaIaroNMii CBOMCTBAMH HECAHKITMOHUPOBAHHOTO
pacrpocTpaHeHus: U camoBocnpousBeaeHus. Co3naHHbie TyOJIUKAThl KOMIIBIOTEPHOTO BUpYyCa
HE BCErJa COBMANAIOT C OPUTHHAIOM, HO COXPAHSIOT CHOCOOHOCTh K JaJIbHEUIEMY
PacCIpOCTPAHEHUIO U CAMOBOCIIPOU3BEICHUIO.

Bpenonocnass mporpamma — mporpaMma, INpPEIHAa3HAYEHHas [ OCYIIECTBICHUS
HECAHKIIMOHUPOBAHHOTO JOCTyna M (WIM) BO3JCUCTBUSL HA TEPCOHAIBHBIE JAHHBIE WIH

pecypchl HHPOPMAIIMOHHON CUCTEMbI TIEPCOHANIBHBIX JaHHBIX.



BcnomoraresibHbIe TeXHUYECKHE CPeICTBA M CHCTeMbI — TEXHUYECKUE CPENICTBA U
CUCTEMBI, HE TIpeTHa3HAYCHHBIC [T Tepeiau, 00pab0TKU U XpaHEHUS NIEPCOHATBHBIX JAHHBIX,
YCTAaHABJIMBAEMbIE ~ COBMECTHO C  TEXHHYECKUMH  CpPEACTBAMHU U  CUCTEMaMmu,
IpeIHa3HAYCHHBIMU TSI 00pabOTKM MEPCOHAIBHBIX JAHHBIX WM B MOMEIICHUSX, B KOTOPBIX
YCTaHOBJICHBI HH(POPMAITMOHHBIE CUCTEMBI TTEPCOHATBHBIX JAaHHBIX.

JlocTynn B ONEPANIMOHHYK cpely KOMNbHTepa (MH(POPMAIMOHHOW CHCTEMBbI
NMEePCOHAIBbHBIX JAHHBIX) — TOJIyYeHHE BO3MOXKHOCTH 3allyCKa Ha BBIOJHEHUE IITATHBIX
KOMaHj, (yHKIMH, TMpoleayp ONEPAMOHHONM CHCTEMbl (YHUUTOXKEHUS, KOIUPOBAHMS,
MIEPEMEIICHUS U T.11.), UCTIONHIEMBIX (DaiJIOB IPUKIAHBIX IIPOTPAMM.

Joctyn k nHgopManum — BO3SMOXHOCTB MOJTy4eHHUs1 UH(OPMAIIMH U €€ UCTI0JIb30BaHMS.

3akiaouHOe YCTPOMCTBO — DJIEMEHT CpeACTBA ChEMa WH(POPMAIMK, CKPBITHO
BHEJPSIEMbI (3aKy1a/IbIBAEMBbIii MM BHOCUMBIN) B MECTa BO3MOXKHOTO CheMa MH(popMaImu (B TOM
YyHUClie B OTPaXKACHUE, KOHCTPYKIMIO, OOOpYJIOBaHUE, TMPEIMETHl WHTEPbEpa, TPAHCIOPTHHIC
CPEIICTBA, a TAKXKE B TEXHUYECKUE CPEJICTBA M CUCTEMbI 00pab0oTKU HH(OpMAIUK).

3amumaemasi nugpopmManusa — uHGOpMAIIMS, SBISIOMAICS MPEIMETOM COOCTBEHHOCTU U
TOJIeKAIIAst 3aIlUTE B COOTBETCTBUM C TPEOOBAHUSIMU MPABOBBIX JOKYMEHTOB WM TPEOOBAHUSIMH,
yCTaHaBJIMBAaEeMbIMU COOCTBEHHUKOM MH(OpMAITHH.

Nnentuduxanus — npucBoeHne CyoneKTaM U 00BbEKTaM J0CTyIa uaeHTudruKaTopa u (Wim)
CpaBHEHUE MPEIBSBIIEMOrO HICHTU(DHUKATOPA C IEPEUHEM MPHUCBOCHHBIX UJIEHTU(UKATOPOB.

NudopmMaTUBHBIN CUTHAJ — DJIEKTPUUECKUE CUTHAJIBI, AKYCTUYECKHE, DIIEKTPOMATHUTHBIE
U apyrue (U3UYecKue Mo, M0 napaMmerpam KOTOPbIX MOKET ObITh PACKpbITa KOH(UIECHIMATbHAS
uHopmanusi  (epCOHAIbHBIE  JaHHbIE) oOOpabarbiBacMasi B  MH(DOPMAIMOHHON  CHUCTEME
TMIEPCOHAILHBIX JTAHHBIX.

NudopmanuoHHbie TEXHOJOTMH — TPOIECChl, METOMbl IMOHMCKA, COOpa, XpaHEHWS,
00palbOTKH, TIPETOCTABIICHNUSI, PACIPOCTPAHEHHUsI HH(GOPMAIIMK U CIIOCOOBI OCYIIECTBICHUSI TaKUX

mpouecCcoB U MCTOAOB.



Nudopmanuonnass cucrema mnepcoHaabHbIX HaHHbIX (MCIIIH) — COBOKYIHOCTH
cojepxkanmxca B 0a3ax JaHHBIX MEPCOHATIBHBIX JAHHBIX U 00ECTIEUMBAIONINX UX 00pabOTKY
WH()OPMAITMOHHBIX TEXHOJIOTHH ¥ TEXHUYECKHUX CPEICTB.

Hcnonb3oBaHne nepcoOHANbHBIX JAHHBIX — JEHCTBUS (ONEpalin) ¢ NePCOHATBHBIMU
JTAHHBIMH, COBEPIIIAEMbIE OMEPATOPOM B IEISIX MPHUHITHS PEIICHUN WM COBEPIICHHS WHBIX
NCHCTBUM, TMOPOXKAAIOIIUX  IOPUIUYECKHE TIOCIEICTBUS B  OTHOLICHUH CYOBEKTa
NEPCOHANIBHBIX JAHHBIX WM JIPYTUX JIMIl JUOO WMHBIM 00pa3oM 3aTparuBarollluX IpaBa U
CBOOOJIbI CyOBEKTa MEPCOHATIBHBIX TAHHBIX WU APYTUX JIMII.

HcTouHuk yrpo3bl 0e30macHOCTH UH(OpPMANMH — CYOBEKT JOCTYIA, MaTepUATbHBINA
00BEKT WM (PU3UMUECKOE SIBJICHUE, SBIISTIOIIMECS MPUYMHONM BO3HUKHOBEHUSI YTPO3bl OE30MACHOCTH
uH(popMauu.

KouTpoaupyemasi 30Ha — pOCTPAHCTBO (TEPPUTOPHS, 3TaHUE, YACTh 3aHMs, TOMEIIICHHUE),
B KOTOPOM HCKJTFOYEHO HEKOHTPOJIMPYEeMOe MPeObIBaHNE TTOCTOPOHHUX JIUII, & TAKXKE TPAHCTIOPTHBIX,
TEXHUYECKUX U UHBIX MaTEPUATHLHBIX CPEJICTB.

KonduneHunaabHOCTh MEPCOHAIBHBIX JAHHBIX — O0s3aTENbHOE Ui COOJIONCHUS
OTepaToOpOM WJIM MHBIM TOMYYMBIIMM JIOCTYIl K TIEPCOHATBHBIM JaHHBIM JIMIIOM TpeOOBaHHME HE
JIOMyCKaTh UX pacipocTpaHeHre Oe3 cornacus CyobeKTa NEpCOHATBHBIX JAHHBIX WM HATMYKSL HHOTO
3aKOHHOTO OCHOBAHHUSI.

Me:xceTreBoii JKpaH — JIOKAIbHOE (OJHOKOMIIOHEHTHOE) WM  (DYHKUIMOHAIBHO-
pacnpenielieHHoe TporpaMMHOe (IIpOrpaMMHO-AIIAPaTHOE) CPECTBO (KOMIUIEKC), peai3yrolee
KOHTPOJIb 32 MH(pOpMAIHEH, TIOCTyMAaroIIe B MHPOPMAIIMOHHYIO CUCTEMY MEPCOHAITBHBIX JJAHHBIX U
(vn) BeIXOAAIIEH U3 MHOOPMAIIMOHHOM CUCTEMBI.

Hapymure/b 6€30MacHOCTH MEPCOHATBHBIX JAHHBIX — (DH3UYECKOE JIUI0, CITyJaiiHO
WM TpeHAMEPEHHO COBEPIAIOIIee MCHCTBUS, CJIEACTBHEM KOTOPBHIX SBISIETCS HapyIICHUE
0€30MacHOCTH TIEPCOHATIBHBIX  JIAHHBIX TP HMX O00pabOTKe TEXHUYECKUMU CpPEICTBaMH B
MH(DOPMAIMOHHBIX CHCTEMaX MEPCOHATBHBIX JaHHBIX.

HeaBToMaTusupoBanHas o00padoTka NEepPCOHAJBHBIX JaHHBIX — 00paboTka

MEPCOHANBHBIX JIAHHBIX, COJEpKANIUXCsl B HH(POPMAIMOHHOM CHCTEME TNEpCOHATBHBIX



JAHHBIX JIMOO W3BJICUYCHHBIX W3 TaKOW CHUCTEMBI, CYHMTAETCS OCYIIECTBICHHON 0e3
WCIIOJIb30BAHUSL CPEJICTB aBTOMATU3alMK (HEAaBTOMATU3UPOBAHHOM), €CIM TaKkue JACUCTBUS C
MEPCOHAIBHBIMA ~ JaHHBIMM, KaK  MCIOJb30BAHME, YTOYHEHHUE, PacnpOCTPAHEHHUE,
YHUYTOXEHUE MEPCOHAIIBHBIX JAHHBIX B OTHOIICHUHM KaXKJOTO U3 CYOBEKTOB MEPCOHAIBHBIX
JTAHHBIX, OCYLIECTBIISIOTCS IPU HEMMOCPEICTBEHHOM Y4aCTHUH YEJIOBEKA.

HenekjsapupoBaHHble BO3MOKHOCTH — (DYHKIIMOHATBGHBIE BO3MOKHOCTH CPEICTB
BBIYKCIIMTEIBHON TEXHUKH, HE OITMCAHHBIE WA HE COOTBETCTBYIOLIHE OMUCAHHBIM B IOKYMEHTALUH,
NpY KCIOJB30BAaHUKM KOTOPBHIX BO3MOXKHO HapyIlIeHHE KOH(MUIACHIIMAILHOCTH, JOCTYIMHOCTA WU
HEJIOCTHOCTH 00pabaThiBaeMoi HHGOPMALIHH.

HecaHKUMOHUPOBAHHBIN J0CTYNl (HECAHKUMOHUPOBAHHbIE JAEMCTBHUSA) — JOCTYyN K
uH(pOpPMAIMKM WK JIEHCTBUS ¢ MH(OpMAaIHel, HapyIIalolue MpaBmWia pa3rpaHUUueHUs JA0CTyMHa C
UCTIONTb30BAaHUEM  IITATHBIX CPEACTB, MPEIOCTABISIEMbIX HHMOPMAIIMOHHBIMUA CHUCTEMaMU
MEPCOHAIBHBIX TAHHBIX.

Hocurenb nndgopmanum — Quzndeckoe JUIO0 WM MaTepHaIbHBIA 0OBEKT, B TOM UHCIIe
du3ryecKoe 1oje, B KOTOpoM MH(GOpMAIIHs HAXOIUT CBOE OTpaKEHHE B BUJIE CUMBOJIOB, 00pa3oB,
CUTHAJIOB, TEXHUYECKUX PEIICHUI U TPOIIECCOB, KOJMUECTBEHHBIX XapaKTEPUCTUK (PU3MUECKUX
BEJINYMH.

Obe3mnunBaHue MNEPCOHAJNBHBIX MAAHHBIX — JICMCTBUSA, B PE3YJIbTATE KOTOPBIX
CTAHOBUTCS HEBO3MOXKHBIM 0€3 MCIOJIb30BaHUS JIOMOJHUTEILHON MH(pOpPMAIUU ONPEeTUTh
MPUHAIICKHOCTH MEPCOHATBHBIX JAHHBIX KOHKPETHOMY CYOBEKTY MEePCOHAIBHBIX IAHHBIX.

O0paboTka mNepPCOHAJNBHBIX JJAaHHBIX — JII00Oe JeiicTBUe (omepanus) WIH
COBOKYMHOCTh JICUCTBHMM  (OmeEpaiuii), COBEpIIAEMBIX C HCIOJIb30BAHHEM CPEJCTB
aBTOMaTH3allui WX 0e3 KCMHOJIb30BaHMUsSI TaKUX CPEJCTB C IMEPCOHATBLHBIMU JaHHBIMU,
BKJIIOYas cOOp, 3alKcCh, CUCTEMATU3allNI0, HAKOTUICHUE, XpaHEHUE, YTOUYHEHUE (OOHOBJIEHUE,
W3MEHEHHE), U3BICUEHUE, WCIOJIb30BaHUE, Mepenavy (pacnpocTpaHEHUE, MPEeOCTaBIICHHE,
JOCTYM), 00e3InurMBaHue, 0JIOKUpPOBaHUE, yIAJICHUE, YHUUTOXEHNE MEPCOHAIBHBIX JaHHBIX.

OO0menocTynHpie MNeEPCOHAJNIbHbIE [aHHbIE — TIEPCOHAIBHBIE JAHHBIE, JOCTYM

HCOI'PaHUYCHHOI'O Kpyra JIMI K KOTOPBIM IIPCAOCTABJICH C COTJIaCUs CY6’beKTa IICPCOHAJIBHBIX



JTAHHBIX WM Ha KOTOPbIE B COOTBETCTBUM C (peepaibHbIMKU 3aKOHAMU HE PacClpOCTPaAHIETCS
TpeboBaHUE COOTIOICHUS KOH(PHUICHITNATLHOCTH.

Oneparop (EepCOHANBHBIX JAAHHBIX) — TFOCYJAPCTBEHHBIM OpraH, MYHULMITAJIbHBIN
oprat, IOpUANYECKOe WIH (PU3NUECKOE JIUI0, CAMOCTOSATEIBHO WM COBMECTHO C JIPYTUMHU
JULAMU OPraHHU3yIONIME U (WIKM) OCYIIECTBISIIONIME OOpaOOTKY MEPCOHAIBHBIX JIaHHBIX, a
TaK)K€ OINpPENe/IOINE LeTM O00paOOTKM NEPCOHAIBHBIX JAaHHBIX, COCTaB IMEPCOHAIBHBIX
JAHHBIX, MOJIeKAIUX 00paboTKe, NeHcTBUs (Omepaluu), COBEpIIaeMble C MEPCOHATbHBIMU
JTAHHBIMHU.

Texnunuyeckue cpeacrsa MHGPOPMALNUOHHON CHCTEMbI MEPCOHAJNBHBIX JAHHBIX —
CpPEIICTBAa BBIUYMCIHUTEILHOM TEXHUKH, WH()POPMALMOHHO-BBIYHMCIUTENBHBIE KOMIUIEKCHI M CETH,
Cpe/ICTBa U CUCTEMBI Tiepenauu, mpuema u o0padbotku [1/IH (cpenctBa M CHCTEMbI 3BYKO3AIUCH,
3BYKOYCHWJICHUs], 3BYKOBOCIPOM3BEICHUS], IIEPETOBOPHBIE U TEJIEBU3UOHHBIE YCTPOMCTBA, CPENICTBA
W3rOTOBJICHUS], TUPAKUPOBAHMS TOKYMEHTOB U JPYIe TEXHUYECKHUE CPEACTBA OOPAOOTKU PEUEBOH,
rpaduueckoil, Buaeo- W OykBeHHO-IMGPOBOM  WH(MOpPMAIMHK), MPOrPAaMMHBIE  CpPE/ICTBA
(OoTIepallMOHHBIE CHUCTEMbI, CHUCTEMBbI YIpaBlICHUS OazaMHU JaHHBIX W T.I.), CPEICTBA 3aIllUThHI
uH(popMaLHHY, TPUMEHAEMbIE B UH(POPMALTMOHHBIX CUCTEMAX.

IlepexBar (uHpopManmum) — HENPaBOMEPHOE TOJyYCHHE WHPOpPMALUA C UC-
M0JIb30BAHUEM TEXHUYECKOTO CPEACTBA, OCYLIECTBISIOIIETO OOHApy»KEHue, MpUeM U
00paboTKy MHPOPMATUBHBIX CUTHAJIOB.

IlepconanbHble JaHHBIE — TT00as HHGOPMAIIHSI, OTHOCAIIASACSA K MPSIMO UITU KOCBEHHO
ONpENEICHHOMY WM ompeaenseMoMy (usnyeckomy Juny (CyObeKTy NepCOHAIbHBIX
JTAHHBIX );

[To0o4HBIe JJIEKTPOMATHUTHbIC H3JIYYEHHUS] M HABOAKM — DJIEKTPOMArHUTHBIC
U3ITyYEHUs TEXHUYECKUX CPEJICTB 00paOOTKH 3alIMIaeMOil HHPOpMallMy, BO3HUKAIOUIUE KaK
noO0YHOE SIBJICHHE M BBI3BAHHBIC JJICKTPUUYCCKUMHU CUTHAJIAMH, JEUCTBYIOIIMMH B UX
AJIEKTPUYECKUX ¥ MAarHUTHBIX IIETAX, a TAaK)KE AJICKTPOMArHUTHBIE HABOJKH 3TUX CHTHAJIOB Ha

TOKOIIPOBOJAIINC JIMHUN, KOHCTPYKIIMU U TCTIN ITUTAHHA.



IHonmuTHKa «YUCTOr0 CTOJIA» — KOMIUIEKC OpPraHW3alMOHHBIX MEPONPUATHUH,
KOHTPOJIMPYIOIIUX OTCYTCTBHE 3alMChIBaHUS Ha OyMa)kHble HOCUTENHU KIIIOUeW U aTpuOyTOB
noctyna (Tmapojeii) U XpaHeHus X BOJIU3U 00bEKTOB JIOCTYTIA.

IMoab30oBaTesb HHMPOPMALNMOHHON CHCTEMBbI IMEPCOHAJBHBIX [JAHHBIX — JIHIO,
ydacTByomee B (PyHKIIMOHUPOBAHUH HH(POPMAITMOHHONW CUCTEMBI IIEPCOHATBHBIX JTAHHBIX WU
UCTIOJIB3YIOIIEE PE3YIbTATHI €€ (YYHKIIMOHUPOBAHMS.

IIpaBuiaa pasrpaHMyeHHMsi AOCTyNa — COBOKYIIHOCTH IPaBWJI, PErIaMEHTUPYIOIINX
npaBa J0CTyna CyObeKTOB JOCTyIa K 00bEKTaM J0CTyma.

IIporpamMmmHasn 3akjiagKa — Ko NpOrpaMMbl, IPEIHAMEPEHHO BHECEHHBIN B IPOTPAMMY
C ULEIbI0 OCYIIECTBUTh YTEUKY, U3MEHUTh, OJIOKUPOBATh, YHUUYTOXKUTb HH(POPMALMIO HWIIU
YHUYTOXHUTh U MOAU(PUUIHUPOBATH MPOrpaMMHOE oOecreueHrue HMH(OOPMAIIMOHHONW CHUCTEMBI
MEPCOHANIBHBIX JAHHBIX U (W) OJIOKHPOBATH allliapaTHbIE CPEJICTBA.

IIporpamMHoe (mpOorpaMMHO-MaTeMaTHYeCKOe) BO3AECMCTBHE — HECAHKIHO-
HUPOBAHHOE BO3JICMCTBUE HA PECYpPChl aBTOMATHU3UPOBAHHOW WH(OOPMAIMOHHOW CHCTEMBI,
OCYLIECTBIISIEMOE C UCIIOJIb30BAHUEM BPEJOHOCHBIX IIPOIPAMM.

PackpbiTHe mepcoOHANBHBIX JAAHHBIX — YMBIIUIEHHOE WJIM CIy4ailHO€ HapylleHHE
KOH()HICHIIUATEHOCTH TIEPCOHATBHBIX JaHHBIX.

PacnpocTpaHenne mepcoHAJbHBIX JAHHBIX — JICWCTBUS, HaIpaBiCHHbIE Ha
PACKpBITHE MEPCOHATBHBIX JAHHBIX HEONPEACICHHOMY KPYTY JIULI.

Pecypc wuHpoOpMAUMOHHOW CHCTeMbl — WMECHOBAHHBIM JJEMEHT CHCTEMHOTO,
OPUKIAJAHOTO WM anmapatHoro ooOecrneueHus (QYHKIMOHUPOBAHUA HH(OpPMALMOHHON
CHCTEMBIL.

CnenuajibHble KATerOpMU MEPCOHAJBbHBIX [AHHBIX — TEPCOHAIbHBIC JaHHBIE,
Kacaroliyecss pacoBOM, HAIMOHAIBHOW MNPUHAMJICKHOCTH, TMOJIUTHUYECKUX  B3IJISJIOB,
PENUTUO3HBIX WM (UIOCOPCKUX YOEKICHUM, COCTOSHUSA 30POBbS W MHTHUMHOW KU3HU

CyObEKTa MepCOHATBHBIX JTaHHBIX.
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CpeacrBa BbIYMCIUTEIbHON TEXHMKH — COBOKYITHOCTh MPOTPAMMHBIX U TEXHUYECKHX
ANIEMEHTOB CHCTEM OOpabOTKM JTaHHBIX, CIIOCOOHBIX (DYHKIIMOHHUPOBATH CAMOCTOSITENIbHO WJIU B
COCTaBE JIPYTUX CUCTEM.

CyO0bekT apocryma (cy0ObeKT) — JIMIO WIM MpOILECC, JCHCTBUS KOTOPOrO per-
JaMEHTUPYIOTCS IPABWIIAMH pa3rpaHUYEeHUS JOCTyMa.

Texnnuyeckuii KaHaJ yTeyKd WH(OPMAIMM — COBOKYITHOCTH HOCHUTENSI WH(pOPMAIUN
(cpenctBa 00pabOTKH), (GPUBHUECKOM CpelIbl pacpocTpaHeHus] UH(OPMATHBHOTO CUTHAJIA U CPEJICTB,
KOTOPBIMU JTOOBIBAETCS 3alMILIaeMast HH(OpMaLIHsl.

TpancrpannyHas mnepeaada NEePCOHAJIBHBIX JAHHBIX — Iepelladya MEPCOHAIBHBIX
JIaHHBIX omnepaTtopoMm uepe3 ['ocymapctBeHHyro rpanunly Poccuiickon denepannu oprany
BJIACTU MHOCTPAHHOTO TOCYyAapCTBa, PU3NYECKOMY WIIH FOPHINYECKOMY JIUIY UHOCTPAHHOIO
rocyaapcTaa.

Yrpo3bl 0e301aCHOCTH MEPCOHAJIBHBIX JAHHBIX — COBOKYTHOCTb YCJIOBUI U (DAaKTOPOB,
CO3JIAFOUIMX OIACHOCTh HECAHKIMOHMPOBAHHOTO, B TOM 4YHCIIE CIIy4alHOro, JOCTyHa K
MEPCOHAILHBIM  JTJAHHBIM, PE3YJIFTATOM KOTOPOIO MOMKET CTaThb YHUYTOXKEHHUE, HW3MEHEHHUE,
OJIOKUpOBaHME, KOMMPOBAHME, PACHPOCTPAHEHUE MEPCOHANBHBIX JAHHBIX, a TAKKE MHBIX
HECaHKIIMOHUPOBAHHBIX JCHCTBUM MpH X 00paboTke B MHMOPMAIIOHHON CUCTEME TEePCOHATIBHBIX
JTAHHBIX.

YHUUTOKEHHE TEPCOHANBHBIX JAHHBIX — JCHCTBUS, B pE3yJbTaTe KOTOPBIX
CTAHOBHUTCSI HEBO3MOXHBIM BOCCTAaHOBHUTH COJAEpPKAHUE TNEPCOHAIBHBIX JIAHHBIX B
WH(POPMAITMOHHON CHUCTEME TEePCOHAIBHBIX JaHHBIX W (WJIM) B pe3ysbTaTe KOTOPBIX
YHUYTOXKAIOTCSI MaTEPUAIbHbIE HOCUTEIN EPCOHAIBHBIX JAHHBIX.

Yreuka (GamuumaemMo) MHPOpPMANUM 10 TEXHHYECKHM KaHAJaM — HEKOH-
TPOJIMPYEMOE pacCIpOoCTpaHeHHe HH(GOPMAIMKM OT HOCUTENS 3alllMIaeMod HHGOpMaIlMK 4Yepes3
bu3HUecKyIo cpey A0 TEXHUUECKOTO CPE/ICTBA, OCYIIECTBISIONIETO MepeXxBaT HHPOpMaIny.

VYa3BUMOCTh — C1a0OCTh B CPEACTBAX 3AllUTHI, KOTOPYIO MOMKHO HCIIOJIb30BaTh JUIs

HapYIIEHUsI CUCTEMBI WM COJICPIKaIIIeiicsl B Hel MH(pOpMAIIHK.
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HCJIOCTHOCTB I/IH(l)OpMaIII/II/I — CHOCOOHOCTB CpCcacTBa BBIUHCIIUTEIIbHOM TEXHUKH WU
aBTOMaTHSHpOBaHHOﬁ CHCTEMBI 00eCITeUrBaTh HEM3MEHHOCTh I/IH(bOpMaHI/II/I B YCJIOBIEIX cnyqaﬁﬂoro

W/WIH TIPeTHAMEPEHHOTO NCKKEHUS (pa3pyILCHHs).



OBO3HAYEHUSA U COKPALLIEHU A

ABC — aHTUBHUpYCHBIE CPEJCTBA

APM — aBTOMaTu31poBaHHOE pabouee MECTO

BTCC — BcnoMorarenbHble TEXHUYECKHUE CPENICTBA U CUCTEMBI
NCIIIH — uadopMaIioHHasi CUCTEMa MEPCOHATBHBIX TaHHBIX
Wb — undopmarmonHas 6€30MacHOCTb

K3 — koHTpompyemast 30Ha

JIBC — nokanbHast BBIMUCIUTENbHAS CETh

MD — MexceTeBoi IKpaH

HCJI — HecaHKIIMOHUPOBAHHBIN TOCTYII

OC — onepanoHHas cuctTemMa

[1/TH — nepcoHaNTbHBIE JAHHBIE

[IMB — nnporpaMMHO-MaTeMaTHYECKOE BO3ICUCTBUE

[1O — nporpammHoe obecrieueHue

[ITODMUH — no6GovHbIe 31EKTPOMArHUTHBIE U3TYyYEeHUs U HABOAKU
CA3 — cucrema aHanu3a 3alllUIIEHHOCTH

C3U — cpeacTBa 3amuThl HHPOpMaLUK

C3I1dn — cuctema (mMoacucTemMa) 3aiiuThl TEPCOHATBHBIX TAHHBIX

COB — cucrema 0OHapy>KEeHHsI BTOPKEHUI
TKYU — TexHnueckre KaHaibl yTeUKd HHPOpMAaLU

VYBIIIH — yrpo3sl 6€301acHOCTH MTEPCOHATBHBIX JTAHHBIX

12
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BBEJAEHHUE

Hacrosimee Ilonoxenne wuHMOpMAIMOHHONW O€30MAaCHOCTH B TOCYAAPCTBEHHOM
OIO/PKETHOM  yupexkaeHun 31paBooxpaHeHusi PecnyOnmuku Kpoim «Cakckas paiioHHas
oonpHMIa» (manee mo Tekcty — I'BY3 PK «Cakckas Pby), sBisercs oduIMaIbHBIM
JIOKyMEHTOM, B KOTOPOM OIIpe/ieJieHa CUCTEeMa B3IUIAJI0B Ha obecreueHne nH(PpOopMarmoHHON
oezonacHoctu ['bY3 PK «Cakckas Pby.

HeoOxomumocTts pa3zpaboTku [lonoxkenus: 00yclioBiIeHa CTPEMHUTENBHBIM PACIIUPEHUEM
chepsl MPUMEHEHUsT HOBEUINX MH(POPMAIMOHHBIX TexHoioruil u mporeccoB B I'bY3 PK
«Cakckas Pby, npu 06paboTke nHdopManuu BooOIIe, ¥ TEPCOHATBHBIX IAHHBIX B YACTHOCTH.

Hacrosimee IlonoskeHue ompenensieT OCHOBHBIE M U 3aJlayd, a TakkKe OOIIyIo
CTpaTeTHI0 TOCTPOEHUsI CHCTeMbl 3amuThl nepcoHanbHbIX naHHbIX (C3I1[n) I'BY3 PK
«Cakckas Pby. Ilonoxenue omnpesnensieT OCHOBHbIE TpeOOBaHMS U 0a30BbI€ MOJIXOMBI K MX
peanu3anuu, A JOCTHKEHHs TpeOyeMoro ypoBHs 6€30nacHOCTH UH(POpMAIIUH.

[Tonoxenue pa3pabOTaHO B COOTBETCTBHM C CHUCTEMHBIM MOJXOJIOM K OOECHEYEHUIO
uHpopmarimonHoit  Oe3omacHOCTH. CHUCTEMHBIM MOAXOJA  Mpearnojaraet MpPOBEICHUE
KOMITJIEKCA ~ MEPOIPUSTUN, BKJIIOYAIONIUX  HUCCJIENOBaHUE Yrpo3  HH(OpMaAIMOHHON
0€30MacHOCTU U Pa3pabOTKy cUCTeMBbI 3amuThl [1JIH, ¢ MO3UIMK KOMITJIEKCHOTO MTPUMEHEHUS
TEXHUYECKUX U OPraHU3al[MOHHBIX MEP U CPEACTB 3aIUTHI.

[Ton uHdopmarmonHoit  Oe3zomacHocThto [[J[H mMOHMMaeTcs  3aIIUIIIEHHOCTh
NEPCOHANIBHBIX JaHHBIX U 00padaThIBaIONIEH UX MH(PACTPYKTYpE OT JIIOOBIX CIyYalHBIX WU
3JI0HAMEPEHHBIX BO3JICHCTBUN, PE3yJbTaTOM KOTOPBIX MOKET SIBUTHCS HAaHECEHHE yiiepoOa
camoil uHpopmanuu, ee Biaaenbuam (cyobexkrtam II/IH) wnu wmHdpacTpykrype. 3amauu
nH(OPMAITMOHHONW O€30MacHOCTH CBOJAATCS K MHUHHUMH3AIUMU yIiepda OT BO3MOXKHOU
peanu3ainuu yrpo3 6e3omacHoctr [IJ[H, a Takke K MPOTHO3MPOBAHUIO M MPETOTBPAIICHUIO
TaKuX BO3JCHCTBUM.

[TomoxeHue CIy>KUT OCHOBOM Juisi pa3pabOTKH KOMILJIEKCa OPTaHW3alMOHHBIX U
TEXHUYECKUX Mep mo obecnedeHuto nHpopmannonHoit 6e3omacHoctu I'BY3 PK «Caxkckas

PB», da TaKKE€ HOPMATUBHBIX W MCTOAUYCCKHUX JOKYMCHTOM, O6€CHC‘II/IBaIOH_II/IX €c
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pealn3aliio, U HC IPCAINIOJIAracTt IIOAMCHLI (bYHKHI/Iﬁ TroCyaapCTBCHHBIX OpPI'aHOB BJIACTH

Poccuiickoii ®denepaniun, OTBEHAONIMX 3a oOecreueHre 0e30macHOCTH HH(POPMAIMOHHBIX

TEXHOJIOTUN U 3aIUTy HWHHOPMAIIHAH.

[TonoxxeHue sABIsIETCS MCTO,ZIOHOFI/I‘{CCKOﬁ OCHOBOH JIIsL L

dbopMHUpOBaHUS W TIPOBEACHHUS CAWHOW TOJMTHKH B 00JacTu oOecreueHus
oe3onacHoctu ' BY3 PK «Caxkckasa Pby;

NPUHATUS YIOPaBICHUYECKUX PEIICHUH W pa3padOTKU MPAKTUYECKUX MEp TI0
BOIUIOIIECHUIO TOJNUTUKK Oe3zonmacHocTH [I/IlH ©U  BBIpaOOTKM KOMILIEKCA
COIVIACOBAHHBIX ~ ME€p  HOPMATHUBHO-NPABOBOTO,  TEXHOJIOTHUYECKOIO U
OpPraHU3allMOHHO-TEXHUYECKOTO XapaKkTepa, HalpaBJICHHBIX Ha BbIBICHUE,
OTPAKEHUE W JIMKBUJIALMIO MOCJIEACTBUNA PEalu3ali Pa3IuyHbIX BUIOB Yrpo3
I11H;

KOOPAMHALMU NESITENbHOCTH CTPYKTYypHbIX noapasneneHuii ['bY3 PK «Cakckas
Pb» mnpu mnpoBemenun pabor mo pazuturo M dkcruryaranuu WCIOH C
cobroeHueM TpedoBaHuii odecrneuenus oezonacunoctu [1J1H;

pa3paboTKu MPEAJIOKEHUI 10 COBEPIICEHCTBOBAHUIO MPABOBOTO, HOPMATHUBHOTO,
METOJIMYECKOro,  TEXHUYECKOTO0 M  OPraHU3allMOHHOTO  OOeCTeHeHMUs

oe3zonacuoctu I1/1n B UCIT[Iu I'BY3 PK «Caxkckas Pby.

[IpaBoBOif 06azoi myig pa3pabOTKU HACTOSIIETO TOJOXKEHHS CIy>KaT TpeOoBaHMs

I[GI?ICTB}GOH.[HX B Poccun 3dKOHOJATCJIbHBIX W HOPMATHMBHBIX HOKYMCHTOB IIO 00eCIICYCHMIO

Oe3omacHOCTH nepcoHaNbHbIX NaHHbIX (IT1/0H).
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1 OOumme moJI0KeHUsA

C3IIIn mnpexacraBnsieT coOOM COBOKYMHOCTh OPraHU3AlMOHHBIX M TEXHUYECKHX
MeponpusiTuid Ui 3aumTsl [I/IH OT HempaBOMEpHOro WJIM CIy4yallHOTO JOCTyNa K HHM,
YHUUTOXEHUS, U3MEHEHHUsI, OJIOKMPOBaHUs, KONMPOBaHUs, pacnpoctpanenus IIJIH, a Taxxe
UHBIX HETIPABOMEPHBIX ACUCTBUN C HUMH.

be3onmacHOCTh ~ MEPCOHAIBHBIX  JAHHBIX  JIOCTUTAeTCS  MYyTEM  HCKIFOYECHUS
HECAaHKIIMOHUPOBAHHOTO, B TOM YHUCIJE CIy4allHOTO, JOCTyNa K MEPCOHAIbHBIM JaHHBIM,
pe3yJIbTaTOM  KOTOPOIO  MOXET CTaTh YHUYTOXKEHHE, W3MEHEHHE, OJOKUpPOBaHHUE,
KOIIMPOBaHUE,  PACHpOCTPAaHEHHE  MEPCOHANBHBIX  JAHHBIX, a  TaKXKe  HMHBIX
HECAaHKIIMOHUPOBAHHBIX JEHCTBUN.

CrtpykTypa, cOCTaB M OCHOBHbIE (YHKIMM TEXHMUECKUX M OpPraHU3allMOHHBIX
meponpustaii C3I1JIH onpenensroTcs ucxoas U3 ypoBHs 3amuineHHocT (kimacca) MCII/IH,
YCTaHOBJIEHHOI'O B cOOTBEeTCTBUU ¢ TpeOoBaHusiMU [loctanoBnenus [IpaButenbctBa Ne 1119
oT 1 Hos0pst 2012 1., mpukaza ®CTIK Poccuu Ne 17 ot 11 deBpansa 2013 r., npuxaza
OCTOK Poccun Ne 21 ot 18 depanst 2013 r., a Takke B COOTBETCTBUH C TpeOOBAaHUSIMH
[Tocranosnenust IlpaButensctBa Poccuiickoit ®enepammu Ne 687 «OO0 yTBepkICHUH
[Tonoxenuss 06 0OCOOEHHOCTSX OOpPAaOOTKM MEPCOHANBHBIX JaHHBIX, OCYIIECTBIsIeMON O€3
UCIIOJIB30BaHus cpeAcTB aBroMaruzanuu». C3II[IH BKiIrO4aeT OpraHU3allMOHHBIE MEPHI U
TEXHUYECKUE CpEICTBAa  3aluThl MH(OpManuu (B TOM uuciae MU(pOBaIbHbBIE
(kpunTorpauyecKkue) CpeacTBa, CpeACTBAa MPEAOTBPALICHUS HECAHKIIMOHHMPOBAHHOTO
JOCTyNa, YTEUYKHM HMHGPOpMAUU MO TEXHUYECKUM KaHajlaM, IPOrpaMMHO-TEXHUYECKHX
BO3JICHCTBUI Ha TexHUYeckue cpeacrtBa oOpabotku [IJIH), a Takxke uUcCHOJb3yeMble B
UHGOPMAIIMOHHOM crcTeMe HH(OPMALIMOHHbBIE TEXHOJIOTHH.

OTu Mepbl IPU3BaHbI 00ECIICUNTH!

* KOH(UIEHIUATBHOCTh WH(MOpMaIMKM (3alKUTa OT HECAHKIMOHUPOBAHHOTO
O3HAKOMJICHUS );
* 1EJTOCTHOCTh MH(POPMAIMH (aKTYaTbHOCTh U HEMPOTUBOPEUUBOCTH MH(OPMALINH,

€€ 3alMIIEHHOCTh OT Pa3pylIEHUs] 1 HECAHKITMOHUPOBAHHOTO U3MEHEHHS);
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JOCTYITHOCTh HMH(OpManuu (BO3MOXKHOCTh 3a NPHUEMIIEMOE BpeMsl IOJYYUTh

TpeOyemMyro HHPOPMAITMOHHYIO YCIIYTY).

Craguu co3ganns C3I1/]H BKIIFOYAIOT:

NpeANnpoeKTHAs CTaausi, BKIIOUawoias npeanpoekTHoe oocnenoBanue WCIIJIH,
pPa3pabOTKy TEXHUYECKOTO (YACTHOTO TEXHUYECKOTO0) 3aJ]aHus Ha €€ CO3/1aHME;
CTaausl MPOEKTUpOBaHUs (pa3pabOTKU MPOEKTOB) M pPEaU3alMU MEp 3allUThI
C3I11dH;

ctagusi BBojaa B jaerictBue C3II/IH, BKIOYarOIIas ONBITHYIO SKCIUTyaTallui0 U
IPUEMO-CJIATOYHBIE UCTIBITAHUSI CPEJICTB 3aIUTHI UHPOPMAIIUH, a TAKXKE OLICHKY

cootBercTBUs C3I1/IH TpeboBaHusAM 6€30MaCHOCTH MH(POPMALIHUH.

OpraHuzaimoHHbIE MEPHI MPETyCMAaTPUBAIOT CO3aHUE U MO IJIEPKAHNE MPABOBOM Oa3bl

oe3onacHoctu I1/lH u pa3paboTky (BBelIeHUE B JIEHCTBHE) MpeaycMOTpeHHBIX [lomuTukoin

uHpopmarmonHon 6ezonacHocty UCIIIH crnenyronmx opraHu3aiMoOHHO-PACTIOPSIUTEIbHBIX

JAOKYMCHTOB!:

[lnan mepompusatuii mo oOecrneueHuto 3amuThl [IJlH mpu ux oOpaboTke B
NCII]H;

[1nan MepornpusTUiA MO KOHTPOJIIO oOecrieuenust 3amuThl [1/1H;

[Topsinok pezepBupoBaHus U BoccTaHoBIeHUs1 paborocnocooHoctu TC u I10, 6a3
nmaHubIx 1 C3U,

HomxuocTHass wuHCTpyKius agmuuuctpatopa WCII[H B uactu obecrnedeHus
6e3onacHoctu [1J]H mpu ux obpadorke B UCII/IH;

JlomkHOCTHAs MHCTPYKIUS aaMuHucTparopa 6e3onacuoctu UCI/H;
HomkHocTHass wuHCTpykius mnois3oBatens MCII[lH B dactu oOecnedeHus
6e3onacHoctu [1J]H mpu ux ob6padorke B UCII/IH;

NHCTpyKLIMS Ha Cilydyaid BOBHUKHOBEHHS! BHEIITATHOW CUTYallUH;
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* HVHcTpykumsi 1Mo pa3MenieHuIo, OOOpYJOBaHUIO U OXpaHE IOMELIEHUH, Trae
XpaHSITCsl MEePCOHAIbHBIE JAHHBIE, MO XPAHEHUIO MEPCOHAIBHBIX JaHHBIX Ha
OYMa)KHBIX HOCHUTEJSX W TOPSIIKY pabOThl HCIOTHHUTENICH C TEPCOHATBHBIMH

JaHHBIMH Ha 6YMa)KHBIX HOCHUTCIIAX I/IHCI)OpMaHI/II/I.

TexHuueckue Mepbl 3alllUThl  PEATU3YIOTCS MpPU  TMOMOIIM  COOTBETCTBYIOIIUX
MPOTPAMMHO-TEXHUUYECKUX CPEACTB U METOJIOB 3AIIUTHI.
[lepeyeHb HEOOXOAMMBIX MeEp 3alIUThl MHGOPMAIMHU OMpPENEIsSeTCs MO pe3ylbTaTaM

BHyTpeHHel npoBepku 6e3onacHocTu MCII[In ['BY3 PK «Cakckas Pby.
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2 3anpauu C3I1/In

Ocnosnoit nienpio C3I1/IH sBiseTcs MUHUMU3ALKA yiepoa OT BO3MOXKHOHN pean3aiuu

yrpo3 6e3onacHoctu [1/1H.

s mocTrKeHuss OCHOBHOM 1eu cuctema Oe3omnacHoctd 1] momkHa oOecrieunBaTh

3¢ (HEeKTUBHOE pellieHre CIeAYIOUX 3aa4:

3alUTYy OT BMemareiabcTBa B mporecc  ¢ynkinuonupoanus MCIIdn
MIOCTOPOHHUX JUIl (BO3MOXKHOCTh wucnosib3oBanuss WCII[H u nmoctynm k ee
pecypcaM JOJDKHBI HMMEThb TOJBKO 3apETHUCTPUPOBAHHBIE YCTAHOBJIEHHBIM
MOPSAJIKOM T0JIH30BATENH);

pasrpaHuyYeHHUE JO0CTyINa 3apEerHCTPUPOBAHHBIX IOJIB30BATENICN K aIlllapaTHBIM,
MporpaMMHbIM ¥ UHpopManroHHbIM pecypcam MCII/IH (BO3MOXKHOCTB JoCTyna
TOJIBKO K TEM PECYpCaMm M BBINIOJHEHUS TOJIBKO TEX ONEpalid ¢ HUMHU, KOTOPbIE
HEOOXOJIMMBbI KOHKpETHhIM Tosib3oBatessiMm WCIIJIH aJisi BBIMOJHEHUSI CBOMX
CIIyeOHBIX O0s3aHHOCTEW), TO €CTh 3allUTy OT HECAaHKIIMOHWPOBAHHOTO
JOCTyTIa:

Kk uH@opmauuu, mupkynupyromeit B UCIT/1H;

cpeactBaM BerurciauTenbHon Texuuku UCI/IH;

anmapaTHbIM, TPOTPAMMHBIM U KPUOTOTPaUUYECKUM CpPEJCTBAM  3alUThI,
ucnonbzyeMmbiM B UCIT/IH;

pETUCTPAlMIO JCHUCTBUM TIOJB30BATENICH MPU MCIOJIb30BAHUU 3AIIUIIAEMbIX
pecypcoB MCII/IH B CHCTEMHBIX JKypHaJIaX W NEPUOJUYECKUN KOHTPOJb
KOPPEKTHOCTH JEUCTBUM MOJIb30BATEIEH CUCTEMBI IIyTEM aHAIU3A COAEPKUMOTO
ATUX KYPHAJIOB;

KOHTPOJIb 1IEJIOCTHOCTU (OOecneyeHre HEU3MEHHOCTH) CpeAbl HCHOJIHEHUs
IIPOrpaMM M €€ BOCCTAaHOBIICHUE B CIIy4ae HapyILICHUS,

3allUTy OT HECAHKIMOHHUPOBAHHOW MOMU(PHUKAIUA U KOHTPOJb IEIOCTHOCTH
ucnoJib3yeMbix B MCII/IH mporpaMMHBIX CPEACTB, a TAKXKE 3ALIUTY CUCTEMBI OT

BHEAPCHHA HCCAHKIIMOHHWPOBAHHBIX ITPOIrpaMmMm;
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samuty [1/IH OT yTeuku Mo TeXHUYECKUM KaHallaM Ipu ee 00paboTKe, XpaHSHUH
U Tiepeiaye Mo KaHajlaM CBSI3U;

samuty [1/IH, xpanumoi, oOpabaThiBaeMoOil U MepelaBacMoil N0 KaHallaM CBSI3H,
OT HECAaHKITMOHUPOBAHHOTO Pa3TJIAIICHUS WU UCKAKEHUS,

oOecrieyeHne MXUBYUYECTH KPUNTOrpauyecKUx CpPeICTB 3alIUThl HUHPOpMaLUU
IpY KOMIPOMETAIIUU YacTH KIIOYEBOM CUCTEMBI;

CBOCBPEMEHHOE BBISBICHUE MCTOYHHUKOB yrpo3 OeszomacHocT [1/lH, mpuuuH n
YCJIOBUHM, CIMOCOOCTBYIOIIMX HaHECEHHWIO yiiepOa cyOowrekram I[IJIH, co3manue
MEXaHU3Ma OIEPATUBHOIO pearupoBaHusl Ha Yrposbl OezomacHoctu [/l wu
HEraTUBHBIC TCHICHIINU;

CO37aHME YCJIOBHM 11 MUHUMH3AINK W JIOKAIM3AIMd HAHOCHMOTO yIiepOa
HEMPABOMEPHBIMU JCUCTBUSAMU (DU3UYECKUX U IOPUTUYECKUX JIUII, OCJIa0JIeHHE
HEraTUBHOTO BIUSHUA M JUKBHUJIAIMS TOCIEICTBUIM HapyHICHUS 0€30MacHOCTH
I11H;

00OpyZ0BaHUE U OXpaHa MOMEIIEHUH, TJIe XPaHATCS ePCOHAIbHbIC JaHHbBIE;
COOJIO/ICHNE TIOPSKA XPAaHEHHUsI TEePCOHAIBHBIX JAaHHBIX Ha OyMa)XHBIX
HOCHTEIISX;

coOJItoIcHUE MOPSJIKa XpaHeHUs KIIIo4Yel oT momeneHuid rae xpanstes [1/{n Ha
OYMa)KHBIX HOCHUTEIAX;

COOJII0/IeHNE TOpsAKa padOThl HUCIIOIHHUTENEH C MEPCOHATBHBIMHU JaHHBIMH Ha

OYMa>KHBIX HOCUTEJSIX UH(POPMAIIUH.
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3 OO0BEeKTHI 3aIUTLI

Ilepeyenb HHGPOPMALUOHHBIX CUCTEM
B I'bY3 PK «Cakckas Pb» mnpousBogutcss 00paOoTKa MEPCOHAIBHBIX JaHHBIX B

uHpOpMaIMOHHOHN cucTeme 00paboTku nepcoHanbHbIX JaHHbIX (MCI1/IH).
ITepeuens UCII[AH ompenensiercs B mporecce pabOTbl KOMHCCHH, IO UTOraM padoT

KOTOpoOIi cocTaBisieTcs akT kinaccudukanuu UCIH.

IlepeyeHb 00bEKTOB 3aAITUTHI
OObekTaMu 3alMTHl SIBISIOTCA — HWHGopmanus, oOpabatsiBaemas B WCIIH, u

TEXHUYECKHUE CpeAacTBa ee o0paboTku M 3amuThl. CHHCOK NEPCOHAIBHBIX JaHHBIX,
Mo IJIeKalIie 3amTe, onpeaeneH B [lepedne nmepcoHanbHBIX TaHHBIX, TOUICKAIINX 3alTUTE B
NCTII.
OOBEKTHI 3alUTHI BKIOYAIOT:

*  OOpabOatbiBaemasi THPOpMALIHSL.

*  Texnonoruueckas nHpOpMaIIH.

e IIporpaMMHO-TEXHHUYECKHE CPEJICTBA OOPAOOTKHU.

e Cpencrna 3amutsl [1/1H.

*  Kanans! undopmaimoHHoro ooMeHa 1 TeJIeKOMMYHHUKAITUH.

*  OOBEKTHI U TOMENICHHUSI, B KOTOPBIX pazmernieHbl komnonenTs UCIT/IH.
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4 Knaccudpukanus nogan3oareneid UCITIn

[TonszoBarenem WCII[In sBuserca nuio, ydacTBymoliee B (PYHKIIMOHHPOBAHUU

HH(i)OpMaHI/IOHHOI;'I CUCTCMbI IICPCOHAJIBHBIX HAHHBIX HWJIHW HCIIOJIB3YIOIICC PC3YJIbTAThI €C

¢ynkiuonupoBanus. [lonb3oBatenem HWCIIIH sBuserca mo6oit corpyauuk ['BY3 PK

«Cakckas Pb», umeronmii gocrtyn k HCIIJlH u ee pecypcam B COOTBETCTBUU C

YCTAaHOBJICHHBIM IMOPAAKOM, B COOTBCTCTBUHU C €TI0 Q)YHKHI/IOHEU'IBHBIMI/I 00sI3aHHOCTSIMH.

[Tonb3oBatenu UCII/H aendrcst Ha TpU OCHOBHBIE KATETOPHH:

AJIMUHHCTPATOPD HHd)ODMaHHOHHOﬁ 0C30I1aCHOCTH.

Corpynauku I'BY3 PK «Cakckas Pb», kOoTOpble 3aHMMAarOTCsI HAaCTPOMKOW, BHEAPEHUEM H

COTPOBOXKJICHHEM CHUCTEM Oe3omnacHocTH. Anmuuuctpatop Wb ob6mamaer cregyromum

YPOBHEM JOCTyMA!

oOnafaeT MoiHOW MHGOpPMAIMENd O CUCTEMHOM M MPHUKIATHOM MPOTPAMMHOM
obecrieuenuu UCII/IH;

oOnamaeT MmoyiHOM MH(poOpMalueld O TEXHUYECKHUX CPEICTBaX M KOH(Urypauuu
NCTIdH;

UMEET JOCTYIl KO BCEM TEXHUYECKUMM CpeACTBaM OOpabOTKM HHPOpMaLUU H
nanabiM UCIT/IH;

He oOJjanaer mpaBaMu KOH(PUIYpPUPOBAHMUS M aJMUHUCTPATUBHON HACTPONKU
texHuueckux cpeacts MCII/IH.

Apvmunuctparop UCIL/IH.

Corpynaukun I'BY3 PK «Cakckas Pb», koTopble 3aHUMAarOTCS COMPOBOXKIECHUEM

MPOTPaMMHOTO 00eCTICUEHUSI.

Anmvunuctpatop UCIIJIH o6nanaer caeayomuM ypoBHEM JIOCTYTIA:

obOnamaeT nHpopMaIMe 00 aaropuTMax U mporpaMMmax 00opaboTku nHpopmauu
Ha UCII/IH;
o0nmamaeT  BO3MOXKHOCTSMH ~ BHECEHHS  ONIMOOK,  HEACKIapUPOBAHHBIX

BO3MOKHOCTEH, MPOrpaMMHBIX  3aKJIaJIOK, BpPEIOHOCHBIX MpPOrpamMm B
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nporpammHoe oOecnieuenue MCII[IH Ha cTaguu ee pa3paOOTKW, BHEAPEHUS U
COMPOBOXKJICHHUS,;

* MOXET pacmoJaraTh Jr00sIMU PparmenTamu uHGopMmaruu o Tornonorun UCIT/x
U TEXHMYECKHX cCpeacTBax o0pabotku u 3amuThl [1/lH, oOpabaThiBaeMbIX B
NCIIH;

* o0Omagaer mnpaBaMd KOHQUTYPHUPOBAaHUS M aJMHUHUCTPATUBHOM HACTPOWKHU

texHudeckux cpeacts UCITIH.

Omneparop UCIT/H.

Corpymauku nogpasnenennii ['bY3 PK «Cakckas Pb» ywacTByrommx B mponecce
skcrryaranuu UCIT/Iu. Onepatop UCII/IH obnagaeT cieayronmm ypoBHEM JOCTYIIA!
e o0jamaer BCEMU HEOOXOAUMBIMH  aTpuOyTamMu (Hampumep, IMapoJieM),
00€eCcreynBaOIIMMU IOCTYII K HEKOTOpOMY NoAMHOkecTBY [1/1H;

¢ pacnoojaract KOH(i)I/II[CHL[I/IaJ'IBHBIMI/I JaHHBIMH, K KOTOPBIM UMECT NOCTYII.
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5 OcHOBHBIE IPUHIMIIBI IOCTPOEHUS CHCTEMbI KOMILIEKCHOM 3a1IMTHI HH(poOpManu

[Toctpoenune cucrembr obecrieuenus Oezonacuoctu [1/1n UCII/In I'BY3 PK «Cakckas

Pb» u ee ¢yHKIIMOHMpOBaHUE JOJDKHBI OCYIIECTBISITECS B COOTBETCTBUM CO CJEAYIOITUMHU
OCHOBHBIMHU MPUHIIUIIAMU:

* 3aKOHHOCTb;

* CHCTEMHOCTH;

* KOMIUICKCHOCTb;

* HENPEPBHIBHOCTE;

* CBOEBPEMEHHOCTb;

* TPEEMCTBEHHOCTb U HETPEPHIBHOCTH COBEPIIICHCTBOBAHUSI;

* TepcOHaJbHAs OTBETCTBEHHOCTD;

*  MMHHMM3AIUA OJJHOMOYMIA;

* B3aMMOJECHCTBUE U COTPYTHUYECTBO;

* THOKOCTb CUCTEMBI 3aITUTHI;

* OTKPBITOCTH AJITOPUTMOB U MEXAHU3MOB 3aIlIUTHI;

* TPOCTOTA MPUMEHEHUS CPEJICTB 3aIUTHI;

* Hay4Hasi 0O0CHOBAaHHOCTb U TEXHUYECKAsl PEaTu3yeMOCTh;

* creuran3anus U npodeccuoHann3M;

* 0053aTeNIbHOCTH KOHTPOJIS.

3akoHHOCTH
[Ipeanonaraer ocyiiecTBI€HHE 3alIUTHBIX MeporpusTuil u paspadorky C3I11n I'bY3

PK «Caxkckast Pb» B cOOTBETCTBUU C IEWCTBYIOMIUM 3aKOHOJATEILCTBOM B 00JIACTH 3aIUTHI
[[lH 1 Apyrux HOPMATHUBHBIX AaKTOB MO OE30MacHOCTH WHOOpPMALMM, YTBEPKIACHHBIX
OpraHamu roCcyJapCTBEHHOW BIACTH U yNPABJICHUS B MPeEIesiax UX KOMIIETCHIUH.
[Tonp3oBatenu u obcnyxuBatomui nepconan [1/Iax UCIAn I'bY3 PK «Caxkckas Pb»
JOJDKHBI OBITH OCBEJIOMJIEHBI O TOpsJKe paldoThl ¢ 3amuinaeMoi uHdopmarued u 00

OTBETCTBEHHOCTHU 3a HapyLICHHE TNopsaka 3amuTel 11/1H.
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CucreMHOCTD
Cucremnsiii moaxoa k nocrpoenuto C3II/In I'bY3 PK «Cakckasa Pb» mpeamnonaraer

y4e€T BCEX B3aUMOCBA3AHHBIX, B3aUMOJCHUCTBYIOIIMX MW HW3MEHSIOIIMXCS BO BPEMEHU
3JIEMEHTOB, YCJIOBUHA U (PAKTOPOB, CYIIECTBEHHO 3HAYMMBIX [JIsi MOHMMAHUSA U PEIICHUS
npobaemsr ooecnieuenust 6e3omacaoctu [1/1n UCIT/In I'BY3 PK «Cakckas Pby.

[Tpu co3maHMM CHCTEMBI 3alUTHl JOJDKHBI YUYMTHIBAThCS Bce ciaOble W Haubosee
ysI3BUMbIE MecTa cucteMbl o0pabotku II/[H, a Taxke xapakTtep, BO3MOKHbIE OOBEKTBHI U
HalpaBJICHUs]  aTaKk  HAa  CHCTEMYy €O  CTOPOHBI  Hapymurtened  (0COOEHHO
BBICOKOKBAJIN()UIIMPOBAHHBIX 3JI0YMBIIUIEHHUKOB), TyTH IPOHUKHOBEHUS B pacIpe/leICHHbIE
cucteMbl 1 HCJI x undopmaru. Cuctema 3aiuThl JOJDKHA CTPOUTHCS C YUETOM HE TOJBKO
BCEX W3BECTHBIX KaHaioB mnpoHukHOBeHHss M HCJl k uHopmanuu, HO M C ydeToM
BO3MO>KHOCTH TOSIBJICHUS IPUHIUIINAIBHO HOBBIX ITyTEW peain3aluy yrpo3 0€301acHOCTH.

KoMmiekcHocTh
KommjiekcHOe  MCHOJIb30BAaHME METOJI0OB M CPEACTB  3allUTHl  MPEANOJIaraeT

COTJIACOBAaHHOE TPHMEHEHUE PA3HOPOIHBIX CPEACTB IMPH IMOCTPOSHUU IEITOCTHOW CHCTEMBI
3aIATHI, TIEPEKPHIBAIOIICH BCE CYIICCTBEHHBIC (3HAYMMBIC) KaHAJbI pPEeaU3alii yTPO3 U HE
coJiepariei ciadbiXx MECT Ha CThIKaX OT/AEJbHBIX €€ KOMIIOHEHTOB.

3amuTa JIOJDKHA CTPOUTHCA DIIETOHMPOBAHO. /[l KaXIoro KaHama yTEUKd
uHQOpMAIUU U IS KaKIOM yrpo3bl 0O€30MacHOCTH JOJDKHO CYIIECTBOBATh HECKOJIBKO
3amUTHBIX pyOexken. Co3manue 3alUTHRIX PyOekKeil OCYIIECTBISIETCS C YYETOM TOTO, YTOObI
JUTSL KX TIPEOJIOJICHHSI TIOTEHITNAILHOMY 3JIOYMBIIIICHHUKY TpeOOBaIiCh MpodeccHoHaIbHbIC
HABBIKH B HECKOJIbKUX HEB3aUMMOCBSI3aHHBIX 00JIaCTSIX.

BremHsss  3ammTa  J0DKHA — oOecmeuMBaThC  (DUM3MYECKUMH  CPEIICTBAMH,
OpraHU3AIMOHHBIMU M TIPaBOBBIMU MepaMu. OgHUM M3 Hambosee YKPEIUICHHBIX pyOekein
MPU3BaHBI OBITH CPEACTBA KpUNTOrpadUyeCKOn 3allUThl, pEaTU30BaHHbBIE C MCIOIb30BAHUEM
texHonoruu VPN. IlpukiianHoi ypoBEeHb 3allIUThI, YYUTHIBAIOIIUNH 0COOCHHOCTH MPEIMETHOM
00J1aCTH, IPE/ICTABIISIET BHYTPEHHUI PyOEK 3aIlUTHI.

HenpepsiBHOCTD 3amuThl I1/1H



25

3ammTa [I/I[H — HE pa30BOE MEpPOINPUATHE U HE MPOCTasi COBOKYIMHOCTh MPOBEICHHBIX
MEpPONPUATAA W YCTAHOBJICHHBIX CPEACTB 3aIIUTHI, & HEMPEPBIBHBINA LEJICHAIPABICHHBIN
MPOLECC, MPEANOIAraloMid TPUHATHE COOTBETCTBYIOIMX MEpP Ha BCEX JTalax >KU3HEHHOTO
nukiaa MCITIH.

NCII[H nomKHBI HAaXOJUTHCS B 3alIUIIEHHOM COCTOSHUM Ha MPOTSIKEHUH BCETO
BpEMEHU UX QYHKIIMOHUPOBaHUA. B COOTBETCTBUM C 3TUM MPUHIUIIOM JIOJKHBI IPUHUMATHCS
Mepsl o HeponyueHuto nepexona MCII/IH B HE3alUIIIEHHOE COCTOSTHUE.

BonbIMHCTBY (PU3MUECKUX U TEXHUYECKUX CPEACTB 3allUThl s 3()PEKTUBHOTO
BBITIOJIHEHUS CBOUX (PYHKIIMHA HE0OXO0JIMMa IMOCTOSIHHAs TEXHWYECKas W OpraHU3alMOHHAas
(aaMuHUCTpaTHMBHAs) MOJAEPKKAa (CBOEBpPEMEHHasi CMeHa MU OOecrledYeHue MPaBUIHLHOTO
XpaHEHUs U TMPUMEHEHUsS WMEH, TapoJie, kiIoyed mudpoBaHus, NepeonpeIesiCHUe
noJiHoMounit u T.1.). IlepepbiBbl B paboTe CpencTB 3alIUThl MOTYT OBITh HMCIOJB30BaHbI
3JIOYMBIIIJICHHUKAMA JJIsl  aHaJdu3a MPUMEHSIEMBIX METOJOB M CPEIACTB 3alUTHI, I
BHEJIPEHHS CIIEIUATIbHBIX MPOTPAMMHBIX M alapaTHBIX '3aKIagoK'" M JAPYrux CpeAcTB

MMPCOOOJICHUA CUCTCMBI 3aIlIUTHI IT0CJIC BOCCTAHOBJICHUA CC (bYHK]_II/IOHI/IPOBaHHH.

CBoOEeBpeMEHHOCTH
[Ipennonaraer ynpexaamnmi xapakrep Mep obOecrneuenus Oe3zomnacHoctu [1/[H, ToO

€CTh TIOCTAHOBKY 3aja4 1o komruiekcHo 3amurte MCIIIn u peanuzamuio Mep obOecrieueHus
6e3onacHoctu [1/In Ha panHux ctaausx paspadotku UCII/H B 11e110M 1 €e cucTeMbl 3aIUThI
uH(pOpMaIK, B YaCTHOCTH.

Pa3paboTka cucTeMbl 3alIMThl JOJDKHA BECTUCh MapajUIeIbHO C pa3pabOTKON U
pPa3BUTHEM CaMOU 3allIMIIAEMO CUCTEMBI. DTO MO3BOJIUT y4eCTh TpeOOBaHUs 0€30MaCHOCTU
IPU MIPOECKTUPOBAHUM aPXUTEKTYPhI U, B KOHEYHOM cYeTe, co3AaTh Oosiee 3ppeKkTuBHbIC (KaK
10 3aTpaTaM PecypcoB, TaK U MO CTOMKOCTH) 3aIUIIEHHBIE CUCTEMBI.

IIpeeMCTBEHHOCTb U COBEPIICHCTBOBAHUE
[TpenmonaratoT HOCTOSIHHOE COBEPIICHCTBOBAHUE MEP M CPEJCTB 3alIUThl HH(OPMaIUU

Ha OCHOBC IIPECMCTBCHHOCTH OPraHHU3allMOHHBIX H TCXHHYCCKHX peHJeHI/Iﬁ, KaJapOBOIo

coctaBa, aHanm3a pynkuuonupoBanuss UCII/{H 1 ee cuCTEMBI 3alllUTHI C YY€TOM U3MEHEHUH B
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MCTOAAX M CPCACTBAX IICPCXBATa HH(i)OpMaHI/II/I, HOPpMATHUBHBIX Tpe60BaHHﬁ II0 3alIMuTC,
AJOCTUTHYTOI'O OTCYHCCTBCHHOI'O 1 3aPY6e>KHOFO OIIBITA B 3TOM 00JIACTH.

HepCOHaJIbHaﬂ OTBECTCTBCHHOCTD
HpezmonaraeT BO3JIOKCHHE OTBETCTBEHHOCTH 3a OOecIieUeHHE 0e30ITacHOCTH HI[H 151

CHUCTeMBbl HUX OOpa0OTKM Ha KaXJOro COTPYJHHMKAa B Ipeaesiax €ero mnojHomouuid. B
COOTBETCTBUM C OSTUM IMPUHIUIIOM paclpeqeieHue MpaB U O00S3aHHOCTEH COTPYIHUKOB
CTPOUTCS TaKUM 00pa3oM, 4TOOBI B CiIy4ae J000ro HapylIeHUs] KPyT BAHOBHUKOB ObLT YETKO
W3BECTEH WIH CBEJCH K MUHUMYMY.

IpuHUMI MUHEMHU3AIMHA TOJTHOMOYHUN
O3HauaeTr mNOpPEAOCTABICHUE IMOJb30BATENSIM MHUHHAMAIbHBIX IIpaB JOCTyHa B

COOTBETCTBUM C IMPOU3BOJICTBEHHON HEOOXOJMMOCTHIO, HA OCHOBE MPHUHIUIIA «BCE, UTO HE
pa3pEIIEHO, 3alIPEIICHO.
Hoctyn k IIJIH momkeH MpeaocTaBiIATHCS TOJBKO B TOM Ciiyyae M 00beMe, €CIU 3TO

HGO6XOIII/IMO COTPYAHUKY AJIS BBIIIOJHCHHUA €T0 JOJZKHOCTHBIX 00s13aHHOCTEH.

B3aumopeicTBue U COTPYAHUYECTBO
[Ipeamnonaraer co3manue OIaronpusiTHON aTMocdepsl B KOJUIEKTHBAX MOPa3IeICHHH,

obecneunBaromux gesarenbHOCcTh MCII[IH  I'BY3 PK «Cakckas Pb», mius cHmxeHUS
BEPOSTHOCTH BO3HUKHOBEHHUS HETATUBHBIX JICHCTBUM CBSA3aHHBIX C YEJIOBEYSCKUM (DAKTOPOM.

B Takoii 00CTaHOBKE COTPYAHUKH JOJKHBI OCO3HAHHO COOIOJaTh YCTAaHOBJICHHBIC
MpaBuja W OKa3bIBaTh COACHMCTBUE B ACATEIBHOCTH MOAPA3JCIICHUNA TEXHUYECKOW 3aAIIUTHI
uHdopMaIuu.

I'mokocTb cucrembl 3amuThl 1110
[IpuHsTHIE MEPHI U YCTAHOBJICHHBIE CPENICTBA 3AITUTHI, 0COOCHHO B HAYAJIbHBIN MTEPUO]T

WX JKCIUTyaTallud, MOTYT OOecreunBaTh KaK Ype3MEPHBIA, TaK M HEJIOCTATOYHBIN ypOBEHBb
3amuThl. st obecreueHrss BO3MOXHOCTH BapbUPOBAHKS YPOBHEM 3aIIUIIEHHOCTH, CPEICTBA
3aIIUTHl JTOJDKHBI 00J1aJIaTh ONMPEACICHHON THOKOCThI0. OCOOCHHO Ba)KHBIM 3TO CBOMCTBO
SBJIICTCSI B TE€X CIIy4asx, KOTJIa YCTAaHOBKY CPEACTB 3aIIUTHl HEOOXOAMMO OCYIIECTBIISATH Ha

paboTaroIIyI0 CUCTEMY, HE HapyllIasi Mpolecca €€ HOpMaJbHOTO (YHKIIMOHUPOBAHUSI.
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OTKprTOCTb AJITOPUTMOB 1 MEXAHU3MOB 3allIMThI
CYTB IMpUHOUIIaA OTKPBITOCTHU AJITOPUTMOB N MCXAHHU3MOB 3dallIUTBI COCTOUT B TOM, 4YTO

3aIyTa He JOHKHA 00€CTIeUYnBaThCs TOJIBKO 33 CUET CEKPETHOCTU CTPYKTYPHOU OpPTaHHU3aIlin
U IrOpUTMOB (YHKIIMOHUPOBAHUSI €€ MOJCUCTEM. 3HAHHUE AITOPUTMOB PaOOTHI CHCTEMBbI
3alIUTHI HE JOJKHO J1aBaTh BO3MOKHOCTH €€ MPEeo0JIeHUs (axke aBTopam). OHaKO, 3TO HE

O3Ha4acT, 4ToO I/IH(i)OpMaHI/ISI 0 KOHKpCTHOﬁ CHUCTCMC 3allIUTHEI A0JI?KHA OBITH O6IH€,ZIOCTYHH8,.

HpOCTOTa NMPUMEHEHUA CPECACTB 3alllUThl
MexaHu3MbI 3alllUTbl  AOJI2KHBI OBITH HHTYUTUBHO IIOHATHBI W IIPOCTBI B

UCIOJb30BaHuU. [IpuMeHeHre CpeaCcTB 3alluThl HE JOJDKHO OBITh CBSI3aHO CO 3HAHUEM
CIICHIMAIBHBIX SI3BIKOB WM C BBIMOJHEHUEM JICHCTBUM, TPEOYIOIMMX 3HAYUTEIbHBIX
JTOTIOJIHUTENIBHBIX TPYI03aTpaT MpH OOBIYHOM paboTe 3aperuCcTPUPOBAHHBIX YCTAaHOBJICHHBIM
MOPSIAKOM TI0JIB30BaTENIel, a TaKXke HE JOJDKHO TpPeOOBaTh OT TOJIb30BATEIIS BBITOTHEHMS
PYTHHHBIX MaJIOTIOHATHBIX €My oIepaluii (BBOJ HECKOJIbKHUX IMapojieii 1 UMEH U T.11.).
JloJbKHA TOCTUraThCsl aBTOMAaTHU3allMsl MaKCHMAJIbHOTO YKcia IEHCTBUIN I10JIb30BaTelIe

n agmuaucTparopoB UCII/H.

HayuHast 000CHOBAaHHOCTH U TEXHUYECKAs peajin3yeMoCcThb
NudopmarimonHbie TEXHOIOTUH, TEXHUYECKHUE U MPOTPaMMHBIC CPEJCTBA, CPEACTBA U

MEpBI 3alUTHl HH()OPMAITUU TOJDKHBI OBITh Pean30BaHbl HA COBPEMEHHOM YPOBHE Pa3BUTHS
HAyKd ¥ TEXHUKH, HAy9HO OOOCHOBAHBI C TOYKH 3PEHUS IOCTIKEHUS 3aJlaHHOTO YPOBHS
Oe3omacHocTH WH(OpPMAIMM W JOJKHBI COOTBETCTBOBATH YCTAHOBJIECHHBIM HOpPMaM U
TpeboBaHusM 1o 6e3onacHocTu [1/]H.

C3I1n nomxHa OBITH OPUESHTUPOBAHA HA PEIICHUS, BO3MOXKHBIE PUCKH JIJISI KOTOPBIX U
MEphl TPOTUBOJCUCTBUSI 3TUM PHUCKAM TMPOIUIA BCECTOPOHHIOID TEOPETUYECKYI0 U
MIPAKTUYECKYIO IPOBEPKY.

Cneunanusanus v npogeccuoHaATu3M
[Ipeanonaraer mnpuBjiedYeHHE K pa3pabOTKE CPEICTB W peaju3aldd Mep 3allUThl

nHpopManMu  CHeNUaTU3UPOBAHHBIX  OpraHu3alui, HaumOoJiee IOATOTOBIICHHBIX K
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KOHKPETHOMY BHJIY JAESATEILHOCTH MO obecrieueHuto Oe3ornacHoctu [1/[H, MMErommx OmbIT
MPaKTHYECKOH pabOThl M TOCYJAapCTBEHHYIO JIMIIEH3UIO Ha IMPaBO OKa3aHUS YCIYr B ITOM
obnactu. Peanmmzamnusi amMUHUCTPATUBHBIX MEP M IKCIUTyaTaIlusl CPEJCTB 3aIlUThl JIOJDKHA
OCYIIECTBIAThCS MpodeccuoHanbHo moaroroineHHbIMU cnienuanuctamu ['bY3 PK «Cakckas
Pb».

00513aTEILHOCTH KOHTPOJIA
[Tpennonaraer 00s3aTENIBHOCTh U CBOEBPEMEHHOCTb BBISBICHUS M IPECEUCHUs

NOMBITOK HapyUIEHUsl YCTaHOBJIEHHBIX MpaBui obOecrieueHus: O6eszonacHoctu I1/IH Ha ocHOBe
UCIOJIb3YEMBIX CUCTEM U CPEJCTB 3alUThl HHPOPMAIIUU IPU COBEPLUICHCTBOBAHUN KPUTEPUEB
Y METOJIOB OLIEHKH 3()(PEKTUBHOCTU ITUX CUCTEM U CPEACTB.

KoHTpounb 3a 1eATenbHOCTHIO JIFOOOr0 IMOJIb30BaTENs, KaXA0r0 CPEACTBa 3alUThl U B
OTHOIIEHUU JIIO00T0 OOBEKTa 3alIUThl JOJKEH OCYIECTBISATHCS HAa OCHOBE IMPUMEHEHMS
CPEICTB OINEPAaTUBHOIO KOHTPOJII M  PErucTpallud M JOJDKEH OXBaThlBaThb  Kak

HCCAHKIMMOHUPOBAHHBIC, TAK H CAHKIIMOHUPOBAHHBIC IIGﬁCTBPISI MOJIb30BaTEIICH.
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6 Mepbl, MeTOaBI U CpeacTBa o0ecnevyeHus1 TpedyeMoro ypoBHs 3a1MIEHHOCTH

ObGecrieueHre TpeOyeMOro YpOBHS 3allMIIEHHOCTH JOJDKHOCTU JOCTUTaThCsl C
UCIIOJIb30BAaHUEM MEpP, METOJOB U CpeACcTB Oe3omacHocTu. Bce wMepwl obecnieueHus
oe3zonacnoctu MCIIJIH noapa3nenstorcs Ha:

* 3aKOHOJaTeNIbHbIE (TIPABOBbIC);

*  MOpaJbHO-3TUYECKUE;

* OpraHu3alydoOHHBIC (3 IMUHUCTPATUBHEIC);
* (usnyUecKue;

* TEXHUYECKHE (ammapaTHbIE U IPOrpaMMHEIE).

3akoHoaaTebHBbIE (IPABOBbIC) MEPbI 3ALMTHI
K mpaBoBbIM MepaM 3allUTBl OTHOCSTCS JIEHUCTBYIOIIME B CTPAaHE 3aKOHBI, YKa3bl U

HOPMATHUBHBIE AKThI, pEriIaMEHTUpYIOIIME paBuia oopamienus ¢ 11/, 3akperstomue npasa
U 00S3aHHOCTH YYaCTHUKOB HMH(POPMAIMOHHBIX OTHOLIEHUH B Ipolecce ee 00pabOTKH U
UCITOJIB30BAHUS, a TAKXKE yCTAHABIMBAIOIIME OTBETCTBEHHOCTh 33 HAPYIICHMS dTUX IPABUII,
NOPEensSTCTBYST TEM CaMbIM HEMPAaBOMEPHOMY HcCIoib3oBaHutoo [IJ[H u sBistommecs
CAEPKUBAIOUIUM (PAKTOPOM IS TOTECHIIMAIBHBIX HAPYILIUTEICH.

[IpaBoBbIE MeEpBI 3aIUTHl HOCSAT B OCHOBHOM YIPEXKIAONINHN, MPOPUIAKTUYECKUN
XapakTep M TPeOYIOT TOCTOSHHOM pPa3bsICHUTEIBHOM pabdOThl C TOJIb30BATEIISIMU U
00CTyKUBAIOLIUM MEPCOHAIOM CUCTEMBI.

MopanbHO-3THYECKHE MepPbI 3ALUThI
K MOpanbHO-3TUYECKUM MepaM OTHOCSATCS HOPMbI MOBEJAEHUS, KOTOPbIE TPATUIIMOHHO

CIIOKWJINCh WM CKIIAJBIBAIOTCS TIO Mepe pactpoctpaneHus DBM B ctpane wim oOiecTse.
DT HOpPMBI OOJIBIIIEH YaCThIO HE SBISIOTCA 00s3aTCNBHBIMHU, KaK 3aKOHOAATEIBHO
YTBEPKJICHHbIE HOPMATUBHBIE aKThI, OJTHAKO, UX HECOOII0JIeHNE BEACT OOBIYHO K TAaJCHUIO
aBTOpPUTETA, TMPECTUX A YeJIOBEKa, TPYIIbl JUI[ WM OpraHu3anuud. MopalbHO-ITHYECKUE

HOpPMBbI OBIBAIOT KakK HeMucaHble (Hampumep, OOUIeNpHU3HAHHBIE HOPMBI YECTHOCTH,
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naTpuoTH3Ma M T.I.), TaK M IHCaHbIE, TO €CThb O(OPMIICHHBIE B HEKOTOPBINA CBOJ (YCTaB)
IIPABUJI WIN IIPEINUCAHUI.

MopanbHO-3TUYECKHE MEpPbI 3aIIUThl SBIAIOTCS NPOPUIAKTUYECKUMU U TPEOYIOT
IIOCTOSTHHOW Pa0OThl MO CO3/aHUI0 3JI0POBOTO MOPAJBHOIO KJIMMara B KOJUIEKTHUBAaX
noApasaeneHud.  MoOpajapHO-3THYECKME  MEphl  3allUTBl  CHHJKAIOT  BEPOSATHOCTH

BO3HHMKHOBCHUSA HCTaTUBHBIX I[GﬁCTBHfI CBA3aHHBIX C YCJIIOBCUYCCKUM (I)aKTOpOM.

Oprannsaunonﬂble (a)]Ml/IHl/ICTpaTHBHLIe) MEPbI 3allIUTbI
OpI‘aHI/IBaI_[I/IOHHLIG (aI[MI/IHI/ICTpaTI/IBHI)IC) MCPBI 3allIUTbI - 9TO MCPBI

OpraHu3allMOHHOr0 XapaKTepa, periameHTupyomme npouecchl pynkuunonuponanus MCII/IH,
ucnois3oBanue pecypcoB MCIIIH, AesTenbHOCTh OOCTYKMBAIOIIETO IMEpPCOHANa, a TaKXKe
MOPSAAOK B3auMoielicTBus nosb3oBateneit ¢ MUCIIIn Takum o0pa3oM, 4ToObl B HAMOOJIbIIEH
CTEMEHU 3aTPYAHUTh WJIM UCKIIOYUTH BO3MOXXHOCThH peau3alluu yrpo3 Oe30MacHOCTH WU
CHM3UTH pa3Mep NOTEPH B CIIyUae UX peaIU3aluu.

['maBHas 1e1b AAMUHUCTPATUBHBIX Mep — chopmupoBath [lomuTuky nHGOpMaIMOHHOM
oe3zonacHoctu II/[H (oTpaxkaroimiyro MOAXOJbI K 3amuTe WH(POpMalMU) U O0ECHeuuTh ee
BBITIOJIHEHUE, BBIACIISASI HEOOXOIUMBIE PECYPChl U KOHTPOJIUPYS COCTOSIHUE JIETT.

Peanuzanus [Tonutuku undopmanuonnon 6e3zonacHoctu [1/In 8 UCII[AH cocrodar u3
MEp aJIMUHUCTPATUBHOTO YPOBHA M OPraHU3alMOHHBIX (MPOLEIYPHBIX) MEpP 3alUThI
uHdopmaIuu.

K anMuHHCTpaTHBHOMY YPOBHIO OTHOCATCSI PEIIEHUS PYKOBOJACTBA, 3aTpParvMBarolliue
nesirenbHOCTh UCIT/IH B enom. Otu pemenus 3akpemisatores B [lonuTtuke nanopmamoHHon
oe3onacHoctu. [IpruMepoM Takux perieHuii MOTyT OBITh:

* TpUHATHE peEmICHUuS O (HOPMUPOBAHMM WM TIEPECMOTPE KOMIUICKCHOM
nmporpamMmbl odecriedeHus: 6ezonacHoct [1/1H, onpeenenre OTBETCTBEHHBIX 3a
€€ pealin3aluio;

* (dopmynupoBaHue IieJed, TOCTAaHOBKA 3ajlad, OMpEICIICHUE HampaBIeHUN

NeSATeIbHOCTU B o0Jiactu 6e3omacHocTH [1/1H;
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* MPUHATHE PEIICHUH MO BOMpPOCaM peaju3alui IporpaMmbl  O€30MaCHOCTH,
kotopsie paccMmaTtpuBaroTcst Ha ypoBHE ' BY3 PK «Cakckas Pb» B nenow;

* o0ecreuyeHne HOPMATUBHOMU (TTPABOBOI) Oa3bl BOPOCOB OE30MaCHOCTH U T.II.

[TonmuTrka BEpXHETO YPOBHS JOJKHA YETKO OYEPTHUTHh CPEepy BIUSHUS U OTPAHUUYCHUS
npu omnpeneneHun 1menei  OesomacHoctu  [1/IH, omnpenenuTs KakuMU — pecypcaMu
(MaTepuanbHbIe, IEPCOHAN) OHU OYIyT JOCTUTHYTHI U HAUTU pa3yMHBIH KOMIIPOMUCC MEXKITY
IPUEMIIEMBIM YPOBHEM Oe30MmacHOCTH U GhyHKIMOHATLHOCTRI0 CTT/IH.

Ha opraHn3aliMOHHOM YpPOBHE ONPEAEISAIOTCA MPOLEAYPbl M MHPaBUJIA JOCTUKECHUS
uenei u pemenus 3aaad [lomutuku mHpopmarmonHoit 6e3omacHocTu IIJ[H. DT mpaBuia
OIPENEIIAIOT:

* KakoBa 00J1acTh MPUMEHEHHUsI MOJUTHKU Oe3onacHocTH [1]H;

* KaKOBBI POJIM U OOS3aHHOCTU JOJDKHOCTHBIX JIMIl, OTBEUAIOIIUE 3a MPOBEICHUE
noauTuku 6e3onacHoctu [1JIH, a Tak ke X YCTaHOBUTH OTBETCTBEHHOCTD;

* KTO uMeeT npasa pocryna K [1/1H;

* KaKUMHU MepamH U cpejicTBaMu obecnieunBaetcs 3anuta [1/1H;

* KakMMU MEpaMHU U CpEeACTBaMU OOECIeYMBAETCA KOHTPOJIbh 3a COOJIOACHUEM
BBEJICHHOTO peXrMa 0€30MacHOCTH.

*  Opra"u3alMOHHbIE MEPHI IOJAKHBI:

* TpeAycMaTpuBaTh perjiaMeHT HUH(POPMAIMOHHBIX OTHOIIEHUMN, HCKIFOYAIOIINX
BO3MOXXHOCTh HECAHKI[TMOHMPOBAHHBIX JIEMCTBUI B OTHOIIEHUU OOBEKTOB
3aIlUTHI,

* ONpEOENATh KOAJIWIMOHHBIE W HEPAPXUYECKHE TPUHUUINBI U METOJbI
pasrpannyeHus pocryna K I1/1H;

* OmpefeNsITh  MOPSAJOK  paboTl ¢ MPOTPAMMHO-MAaTEMaTUYECKUMH |
TEXHUYECKUMU (ammapaTHbIE) CPEACTBaMU 3alUThl U KPUOTO3AUIUTHI U APYTUX
3alIMTHBIX MEXAHU3MOB;

e opranu3oBatb Mepbl npotuBoxaeiictBus HC/[ mnonb3oBarensMu Ha 3Tanax

ayTeHTU(PUKAINK, aBTOPU3AINH, UICHTU(DUKAIIMN, 00€CTICEUNBAIONINX TapaAHTHH
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peain3annun IIpaB )41 OTBCTCTBCHHOCTH CY6T)CKTOB I/IH(i)OpMaHI/IOHHLIX

OTHOIIIEHUH.

e OpraHu3alMOHHbIE MEPBI JOJIKHBI COCTOSITh U3:

* pernamenTa aocryna B nomemieHuss UCI/Ix;

* TOPSAOK JOMYyCKa COTPYIHHUKOB K ucrnonb3oBaHuto pecypcoB UCIIIx I'BY3 PK
«Caxkckag Pby;

* periamMeHTa MpOLECCOB BeACHUS 0a3 JaHHBIX U OCYIIECTBJICHHS MOJIU(DUKAIUU
MH(}OPMAIIMOHHBIX PECYPCOB;

* perjaMeHTa IpOLECCOB OOCITYKMBAaHUS M OCYIIECTBIECHUS MOAU(PUKALUN
amnrmnapaTtHbIX ¥ nporpaMMHbIX pecypcoB UCIIT/IH;

*  MHCTPYKLIHU IIOJIb30BATEINIEN NCIIOn (amMuHHCTpaTOpa NCII/n,
aaMuHHCTpatopa 6e3omnacHoctu, oneparopa UCII/IH);

* UWHCTPYKILMS NOJIb30BATENS MPU BO3SHUKHOBEHUH BHEIITATHBIX CUTYaIIHi.

* MHCTPYKUMS MO pa3MEIIeHUI0, OOOpYAOBAaHHUIO U OXpaHE IOMEIICHUM, Iae
XpaHATCA TMEPCOHAJIbHBIE JTaHHbIC, M0 XPAHEHUIO MEPCOHAIBHBIX JAHHBIX Ha
OYMa)KHBIX HOCHUTENSIX U TOPSIKY palbOThl HCIOIHUTENEH C MEepCOHATbHBIMU

JTAHHBIMHU Ha OyMaKHBIX HOCUTEISIX MHGOPMAIIUH.

Du3uvecKue Mepbl 3aUThI
@usnyecKkre Mepsl 3alUTHl OCHOBAHBI HA NIPUMEHEHUU PAa3HOIO pOJa MEXAHUYECKHUX,

BJIEKTPO- WJM  JJIEKTPOHHO-MEXAHUYECKUX YCTPOMCTB W COOPYKEHUH, CHEHHAIBHO
MpPEIHA3HAYCHHBIX [UJI  CO3/aHus (UBMYECKUX TMPEMSTCTBUA Ha BO3MOXHBIX TMYTIX
IMPOHUKHOBEHUST M JOCTyIla MOTEHUHAJIbHBIX HAPYLIUTEIIEM K KOMIIOHEHTAM CHCTEMBI U
3amuiaeMon nHpopmaIum, a TakKe TEXHUYECKUX CPEJICTB BU3YyaIbHOTO HAOJIOACHUS, CBS3U
Y OXPaHHOW CUTHAJIU3ALMH.

dusnyeckasi 3aluTa 37aHUM, MMOMEIICHUM, OOBEKTOB U CPEACTB HH(pOpMaTH3alUU

A0JKHAa OCYHICCTBITHCA IIYTEM YCTAHOBJICHUSA COOTBCTCTBYIOIONMUX IIOCTOB OXpaHbI, C
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MOMOIIIbI0  TEXHUYECKUX CPEICTB OXpaHbl WM JIIOOBIMH JAPYTMMH  CIIOCOOaMH,
IPEIOTBPAIIAIONIMMU UM CYIIECTBEHHO 3aTPYIHSIIONIMMHU IPOHUKHOBEHHE B 3JaHMUE,
MTOMEIICHHS TTOCTOPOHHUX JIMI, XWIIEHWE WH(GOPMAIMOHHBIX HOCHUTENICH, CaMHX CpPEIICTB
uH(pOpMaATU3alUY, UCKIIOYAIONIMMU HAXO0XICHUE BHYTPH KOHTPOIUPYEMOU (OXpaHseMOH)

30HBI TCXHUYCCKUX CPCACTB PA3BCAKU.

AnnapaTtHo-nporpamMMHuble cpeactna 3amuTbl I1JIH
Texuuyeckue (anmapaTHO-MPOTPaMMHBIE) MEPHI 3aIUThl OCHOBAHbI HAa UCIIOJIL30BaHUHU

Pa3JINYHBIX IEKTPOHHBIX YCTPONCTB U CIIEHUAIBHBIX ITporpamm, Bxoaaumx B coctas MCII/IH
Y BBINOJHAIOMHUX (CaMOCTOATEIBPHO WM B KOMIUIEKCE C APYTMMH CpPEACTBaMH) (DYHKIIHH
3aIUThl (MICHTUPUKALWIO U ayTeHTHU(PUKALMIO MOJIb30BATENEH, pa3rpaHUYEHUE JOCTyIa K
pecypcam, perucTpanuo coobITUM, KpUNTorpapuueckoe 3akpbITHEe HHPOPMALIMU U T.11.).

C yueroM Bcex TpeboBaHMi U nmpuHIUIOB obOecnieueHus: O6e3omnacHoct [1J{n B UCII/IH
[0 BCEM HAIIpaBJICHUSAM 3alIUThl B COCTAaB CHCTEMbI 3alUThl JOJDKHBI OBITh BKJIFOYEHBI
CJIEIYIOLIME CPENICTBA:

* cpelcTBa UACHTU(PUKALMK (OMO3HABaHUSA) U ayTeHTU(UKALMK (TIOATBEPKACHUS
noyIMHHOCTH) noJib3oBareneit UCIIIH;

* CpeICTBA pasrpaHUYEHUs] JOCTYIla 3apErMCTPUPOBAHHBIX  IOJIb30BaTENIECH
cucrtemsl K pecypcam UCII/In I'bY3 PK «Caxkckas Pby;

* cpenctBa oOecreyeHUss M KOHTPOJIA  UEIOCTHOCTHM  MPOTPAMMHBIX U
UH(OPMAITMOHHBIX PECYPCOB;

* CpeAcTBa ONEPATUBHOTO KOHTPOJIS M PErHCTpaIK COOBITHI 0€3011acCHOCTH;

* kpuntorpapuyeckue cpeacTna 3amuThl [1/1H.

VYcnemnoe npUMEHEHUE TEXHUUYECKUX CPEJCTB 3allUThl HA OCHOBAHWU MPUHLIUIIOB
(pazzen 5) mpeamnosaraer, 4TO BBIMOJIHEHHUE MEPEUMCICHHBIX HIKE TpeOoBaHM 0OecreueHo
OpraHM3alMOHHBIMHM  (aJMUHUCTPATUBHBIMH) MEpPaMH M HCIOJIB3YEMbIMH (PU3NYECKUMHU
CpencTBaMU 3alUThI:

* obecnedyeHa pu3nyeckas 1eI0CTHOCTh Beex kommnoHeHT CIIH;
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KKbI coTpyaHuK (ronb3oBatens UCIIH) wiu rpynna noib3oBaTenel HMeeT
YHUKAJIbHOE CUCTEMHOE UMSI U MUHUMAJILHO HEOOXOAUMBIE JJIsl BHITIOJHEHUS UM
cBOMX (YHKIIMOHAJIBHBIX OO0S3aHHOCTEH IMOJTHOMOYHS IO JOCTYNy K pecypcam
CHUCTEMBI;

B UCIIIn I'bY3 PK «Cakckas Pb» pa3zpaborka u oTJagka HOporpaMm
ocymectBisercs 3a npeaenamu UCII/IH, Ha uCIIbITaTENBHBIX CTEHAAX;

BCE M3MEHEHHUsI KOH(MUTYpaIMy TEXHUYECKUX U mporpaMMHubix cpencts UCIIIx
MPOU3BOJSTCS  CTPOTO  YCTAHOBJICHHBIM  MOPSJAKOM  (PETUCTPUPYIOTCS U
KOHTPOJUPYIOTCS) TOJIbKO HA OCHOBAaHUU pacriopsbkeHuit pykoBojictea ['bY3 PK
«Cakckast Pby;

ceTeBOe 000py/IoBaHUE (KOHIIEHTPATOPHI, KOMMYTATOPhI, MapUIpyTU3aTOPHl U
T.I.) pacroJjlaraeTcsi B MecTaX, HEJIOCTYMHBIX I MOCTOPOHHUX (CHeIHaibHbIX
MOMEIIEeHUsIX, Kadax, u T.11.);

cnenuanucramu ['bY3 PK «Cakckas Pb» ocymiecTtBisiercss HENpEphIBHOE
yIOpaBJICHUE W aJMUHUCTPATUBHAs MOJJEPKKAa (PYHKIIMOHUPOBAHMS CPEICTB

3aIlUTEL.
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7 Konrpoas 3¢pdexrusnocru C3IIH

Koutpons sddextuBnoctu C3II[IH mOMKEH OCYIIECTBISETCS HA  MEPUOAMYECKOU
ocHoBe. llempro KOHTpONS A((PEKTUBHOCTH SBIACTCS CBOCBPEMEHHOE  BBISBIICHHE
HeHajuIexkaux pexumoB padotrel C3II[H (OTKIIOYEHHE CPEICTB 3alIUTHI, HapyIIECHUE
PEXKUMOB 3allUThl, HECAHKI[MOHUPOBAHHOE M3MEHEHUE pEeKMMa 3allluThl U T.M.), a TaK
MPOTHO3UPOBAHUE U TPEBEHTUBHOE PEarupoBaHuE Ha HOBBIEC yrpo3bl Oe3onacHocTH [1/1H.

KoHTposib MOXET MNpoBOAMTHCS Kak aaMuHHcTpaTopamu Oe3zomnacHoctd WCIT/Ix
(omepaTUBHBII KOHTPOJIb B Ipolecce nHpopmanumonHoro Bzaumoaeiictsus B UCII/H), Tak u
MPUBJICKAEMBIMU ISl ATOU 11€JTM KOMIIETEHTHBIMU OpraHU3alUsIMHU, UMEIOIIUMHU JIMIIEH3UIO Ha
3ToT BHUA AearenbHocTH, a Takke DCTIK Poccum u O®CHb Poccum B mpenenax ux
KOMIIETEHIIUH.

KOHTpOJIb MOXKET OCYIIECTBIATHCS aIMUHUCTPATOPOM OE30MACHOCTH KaK C MOMOIIBIO
IITATHBIX CPEACTB CUCTEeMbI 3amuThl [IJ[H, Tak U C MOMOIIBIO CHEIUATBHBIX MPOrPAMMHBIX
CpPEACTB KOHTPOJISI.

Onenka »sddextuBHOCTH Mep 3ammThl [IJIH mpoBOAMTCS ¢  HKCMONIB30BAHHUEM
TEXHUYECKUX U MPOTPAMMHBIX CPEACTB KOHTPOJIS HA MPEIMET COOTBETCTBUS YCTAHOBJICHHBIM

TpeOOBaHUSIM.
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8 Cdepsl oTBeTcTBeHHOCTH 32 Oe3o0macHocTh I1/H

OTBeTCTBEHHBIM 3a Pa3pabOTKy Mep W KOHTPOJIh HaJ oOecreuyeHueM Oe30MacHOCTH
NEepCOHANBHBIX JaHHbIX sBisiercs pykoBoAcTBO ['bBY3 PK «Cakckas Pb». PykoBoautens
MOXXET JIeJICTUPOBATh YaCTh IMOJTHOMOYHN MO OOCCTECUCHHIO OE30MacHOCTH IEePCOHATBHBIX
JAHHBIX.

Cdepa OTBETCTBEHHOCTH PYKOBOJUTENS BKIIOYAET CJEAYIOLUIME HAMpaBlICHUSA
obecrnieuenus 0e3omnacHoctu I1J1H:

» IlnmanupoBaHue u peanuzalys Mep 1o odecrneueHuto 6e3omnacuoctu [1]1H;

* Amnanus yrpo3 6e3omnacuoctu [1/1H;

* Pa3paboTky, BHEJPEHHE, KOHTPOJIb UCIIOIHEHUS U TOJJEPKaHUE B aKTyaJlbHOM
COCTOSIHUM TMOJINTUK, PYKOBOJCTB, KOHIENIWN, MPOUEAYP, PErIaMEHTOB,
WHCTPYKIIMIA ¥ JPYyTMX OPTraHU3allMOHHBIX JOKYMEHTOB IO OOECIECUCHUIO
0e30I1aCHOCTH;

* OOyuenue u undopmupoBanue mnonb3zoBarenet UCIIIH, o mopsiake paboOThl ¢
IT/I1 u cpeacTBaMu 3aIllUThI;

* IlpenoTBpamieHue, BBISBICHHE, PEaruipoBaHUE M pacCiIeIOBaHHE HAPYIICHUN
oe3omnacuoctu [1]1H.

[Ipu B3aMOEMCTBUU CO CTOPOHHUMH OPTraHU3alUsIMU B CITydasiX, KOrjaa COTPpYIHUKAM
ATUX OpPraHU3aAlMKA TMPEAOCTaBIACTCS JOCTYN K OOBEKTaM 3amuThl (pasaen 3), ¢ ITUMHU
OpraHu3alusIMu JOJKHO ObITh 3akitoueHo «CornamieHue o KOH(PUIASHIUAIBHOCTHY, JHOO
«Cornamenne o coOmoaeHun pexxkuma Oe3omacHoctd [IJIH mpu BbIOJHEHHH pabOT B
NCIIdu». [loaroroBka TUMOBBIX BApUAHTOB ATUX COTJIAIIEHUM OCYIIECTBIISIETCS HOPUCTAMHU

I'bBY3 PK «Caxckas Pby.
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9 Mopean HapymuTest 6€30MacCHOCTH

[Ton napymmrenem B I'BY3 PK «Cakckas Pb» mnoHumaercss numo, KOTOpoe B
pe3yJibTaTe YMBIIIJICHHBIX UM HEYMBIIUICHHBIX JEHCTBUII MOXKET HAaHECTH yIIepd 0ObeKTaM
3aIUTHI.

Bce HapymmTenu fensTcs Ha JB€ TPYIIIbL:

* BHEILHUE HApYUIUTEIU — (PU3NUECKUE JIMLA, HE UMEIOIIUE ITpaBa MpeObIBaHUS Ha
TEPPUTOPUU KOHTPOJIUPYEMOM 30HBI, B TMpeaenax KOTOpOW pa3Melaercs
obopynoBanue UCII/IH, a Tak xe xpansarca [1/Jn Ha OyMaKHbIX HOCUTEISIX;

* BHYTPEHHME HAPYIIUTENN — (PU3NYECKUE JHIIA, UMEIOIINE MPaBO MpeObIBaHUS Ha
TEPPUTOPUM KOHTPOJMPYEMOM 30HBI, B IMpeAeiiax KOTOPOH pa3zMelaeTcs
obopynoBanue UCII/IH, a Tak xe xpansarca [1/]H Ha OyMaXHBIX HOCUTEISX.

* Knaccuduxanus nHapymwurened npeacraBieHa B Moaenu yrpo3 0e30macHOCTH

IICPCOHAJIBHBIX TAHHBIX.
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10 Moaeanb yrpo3 6€30nacHOCTH

Js UCI s T'BY3 PK «Cakckas Pb» BbIIENSIOTCS CleIyOIUe OCHOBHBIE KaTErOpUU

yIrpo3 0e30macHOCTH IMCPCOHAJIBHBIX NAHHBIX!

YTpo3bl OT yTEYKH MO TEXHUYECKUM KaHaJIaM.

YTpo3bl HECAaHKIIMOHUPOBAHHOTO JIOCTYIA K MH(MOPMAIIHH.

Yrpo3el yHHUTOXKEHUA, xuuleHus anmapatHbix cpenctB MCII[H Hocurenei
uHpopmaluu nyreM pusnyeckoro gocryna k anementam UCII/IH.

VYTrpo3sl XUIlEHUS!, HECAHKIIMOHUPOBAHHOW MOAM(UKAIMUA WIH OJIOKUPOBAHUS
uH(popmanuu 3a cuer HecaHKuuoHupoBaHHoro aoctyna (HCJI) ¢ npumenenuem
IPOrpaMMHO-AIAPATHRIX U MPOrPAMMHBIX CPEJCTB (B TOM YHUCIE MPOTPAMMHO-
MaTeMaTH4YECKUX BO3JICHCTBUIN).

Yrpo3sl HE MNpPeIHAMEPEHHBIX JICMCTBUM TMOJB30BATENIE W HApYIICHUN
oe3onacnoctu pynkuuonupoBanus MCIT/In u C3I1/IH B ee cocTtaBe u3-3a cO0EB
B MpPOrpaMMHOM OOECIEUeHUHU, a TakKe OT Yrpo3 HEaHTPONMOTEeHHOro (cOoeB
anmapaTypbl U3-3a HEHAJEXKHOCTH JJIEMEHTOB, COOEB JJEKTPONUTAHUS) U
CTUXHIHOTO (yIapOB MOJIHUM, TTOKapOB, HABOJAHEHUI U T.I1.) XapakTepa.

YTrpo3sl IpeTHAMEPEHHBIX IEMCTBUM BHYTPEHHUX HAPYLLIUTEIIEH.

prOBBI HCCAHKIMMOHWPOBAHHOTO JOCTYIIA 1O KaHaJlaM CBA3U.

Omnucanne yrpo3, BEPOSTHOCTh HX pealu3allid, OMNACHOCTb U aKTyaJIbHOCTH

npecTaBiieHbl B «Mojenu yrpo3 0€301acHOCTH MepCcoHalbHBIX JaHHBIX B CITIH».
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11  Mexanu3m peanusauuu Ilosioxxenns

Peanuzaums IlomoxkeHust AOMKHA OCYHIECTBISTBCS HAa OCHOBE NEPCHEKTUBHBIX
MIPOTPaMM M IUIAHOB, KOTOPBIE COCTABIIFOTCS HA OCHOBAHUM U BO UCITOJIHEHUE:
* (QenepaibHBIX 3aKOHOB B 00JacTH 0OecnedeHus] HHPOPMAIIMOHHOM 0€30MacHOCTH
Y 3alIUTH HHPOPMAIIH;
* nocra”oBiieHul [IpaButenscrBa Poccuiickon denepainuu;
* PYKOBOASUIMX,  OPraHU3alMOHHO-PACHIOPSNMUTENBHBIX W METOJIUYECKUX
nokymeHToB ®CTIOK Poccuuy;

* mnotpedHocrteid UCII/IH B cpencTBax obecrieueHrs 6€30MacHOCTH HH(POPMALIHH.
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12 Tlopsiaok padoThl ¢ NEPCOHAIbHBIMY JAHHBIMU COTPYAHMKOB

Oo6s13anHOCTH padoToaaTeJis

B mensx wucnomHeHwss TpeOOBaHWI 3akoHOmaTenabcTBAa P® mpm  00paboTke
NEPCOHAIBHBIX JaHHBIX, BCE PAOOTHUKU YUPEXKJEHUS JOJDKHBI MCIOJIHATH YCTaHOBJICHHBIN
NOPSAJIOK PadOTHI:

PaboTa ¢ mepcoHalbHBIMH JAHHBIMU PaOOTHUKOB JOJDKHA HE HAapyllaTh TPeOOBaHUI
3akoHoAarenbcTBa PD M jOKanbHBIX HOPMATUBHBIX aKTOB OpPraHU3allMd, U JOJDKHA OBITh
HEIMOCPEICTBEHHO CBA3aHA C OCYIIECTBICHHUEM UMH CBOMX TPYJIOBBIX (DYHKIIHIA.

[Ipu cbope u 00pabOTKEe NMEPCOHATBHBIX JAaHHBIX pabOTHUKA pabdoTomarens JloikeH
pykxoBoactBoBaThcsi Konctutynueit PO, Tpynoseim kogekcoM P® u unHbIiMH peaepanbHbIMU
3aKOHaMHU.

[lepconanbHble  JaHHbIE  pPAaOOTHUKOB  JOJKHBI ~ OBITh  IOJYYEHBl  TOJIBKO
HEMOCPEACTBEHHO y Hero. Eciu 1 oOpabOTKM €ro JaHHBIX WIM HUX MNOJy4eHUs
IPUBJIEKAETCA TPETbU JHIA, TO PAOOTHUK JOJDKEH JaTh NPEJBAPUTEIBHOE IMHCbMEHHOE
cormacue Ha 3T0. OJIHOBpEMEHHO pPAOOTHUK JOJDKEH OBITh YBEIOMIIEH O Ieisx cOopa
uH(pOpMaIMU, HUCTOYHHUKAX €€ TOJyYeHHs, a TaKXKe O TOCIEACTBUAX OTKaza oOT
IPEI0CTaBIIEHUS] MTUCbMEHHOIO Corylacus Ha cOop uHpopMaluu.

[lepcoHasibHbIE [1aHHBIE PA0OTHHKA O €ro MOJUTHYECKUX, PEIUTHO3HBIX U HMHBIX
yOEXIEHUAX, YAaCTHOM >KM3HU, a TaKK€ UWICHCTBE B OOIIECTBEHHBIX M MPOPCOIO3HBIX
OpraHM3alMsX He MOoAJeXaT cOopy oOpraHu3alueid, €eclii HHOE HE MPEeayCMOTPEHO
3aKOHOJIaTEIbCTBOM.

3amuTa NepCOHANBHBIX JaHHBIX pabOTHHKA JOJDKHA 00ecrnedynBaThCsl MOJHOCTHIO 32
cyeT paboroaaTens.

VYupexxaenue npu npueMe Ha padoTy, a TAKKe MPH JIF0ObIX U3MEHEHUAX IPaBUI padOThI
C MePCOHAJILHBIMU JaHHBIMU 00513aHO MTUCHbMEHHO 3HAKOMUThH C HUMU BCEX PaOOTHUKOB.

VYupexxaenue He MMeeT MPaBO MPUHYKAATh PAaOOTHUKOB K OTKa3y OT CBOMX IpaB Ha

3alIUTy NICPCOHAJIBHBIX JTAHHbIX.
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Oo6s13aHHOCTH pa0OTHHKA
PaboTHuk 00s13aH:
[lepenats paboToaatesnto Bce IEPCOHANBHBIE JAHHBIE, YKA3aHHBIE B COOTBETCTBYIOIIUX
JIOKyMEHTaX.
B ycraHOBIEHHBIN TpaBWIaMH CPOK COOOMMIATh padoTtomaTeto 00 M3MEHEHHH CBOMX

IMCPCOHAJIBHBIX TAHHBbIX.

Ilepenaya nepcoHAJbHBIX JaHHBIX

[Ipu ocymecTBiICHUN TIepeadu MEPCOHANBHBIX JAHHBIX PAaOOTHUKOB TPETHUM JIHIIAM
paboTonarenb 00s13aH:

HE COoOO0IaTh TNEPCOHANIBHBIC JaHHbIE O€3 MOJYYeHHOTO MHUCBMEHHOTO COTjlacus
paboTHHKA, KpOME CITy4daeB, KOTJla Takue 00s13aHHOCTH YCTaHOBIICHBI 3aKOHOAATEILCTBOM;

HE TIepelaBaTh TEPCOHAJIbHBIC JIaHHbIE paOOTHUKA JUIsl KCIOJB30BAaHHUS B
KOMMEPUYECKHUX IETIAX;

TpeOOBaTh OT TPETHUX JIUI] COOTIOACHUS TPABIIT PabOTHI ¢ TIEPCOHATLHBIMH JTAHHBIMH,
a TakkKe TMPEAOCTABICHUS THCHMEHHOTO IOATBEPKICHUS HCIIOIB30BAHMS TIEPCOHATBHBIX
JAHHBIX B TIOPSJIKE, MPEIYCMOTPEHHBIX HACTOSIIMM TIOJIOKEHHUEM O 3alllUTE MEePCOHATBHBIX
JAHHBIX;

JIaBaTh  JIOCTYIl K  TIEPCOHAIBHBIM  JIaHHBIM  TOJBKO  JIMIIAM, HMMECIOIIUM
COOTBETCTBYIOIIMKA JOMYCK M HCIOJB3YIOIIMX WX TOJBKO IS BBIMOJHEHUS KOHKPETHBIX
MMOJIJHOMOYMH;

HEe HCTpeOoBaTh MH(POPMAIIMIO O COCTOSHUU 37I0POBBS pabOTHHKA, 32 MCKIFOYCHUEM
JTAHHBIX, KOTOPBIE MOTYT TIOBJIUATh HAa WCIOJHEHHWE pPaOOTHUKOM CBOUX TPYAOBBIX

00s3aHHOCTEN.



42

3amuTa nepcoHaJbHbIX JAHHBIX PA0OTHHKA

B pamkax peanm3anuu IyHKTOB Hacrosimiero llosockeHust o 3amuTe MepcoHaTbHBIX
JaHHBIX PAOOTHHUKOB, PYKOBOJAWUTEIb YUPEKICHHUS H3/aeT IPUKa3 O HA3HAUCHHUU JIMLA,
OTBETCTBEHHOTO 3a COOJIO/ICHHE TOPSAAKa pabOThHI C MEPCOHATBHBIMU JTaHHBIMH PaOOTHHUKOB,
Ha KOTOPOM JIeKAT BCE OOSI3aHHOCTU MO OOECHeueHUI0 KOHPUACHINATLHOCTH MOTYYECHHBIX
JaHHBIX, & TAKXKE OpraHUu3aluu paboThl C HUMHU.

Ilepenauya mHpOpMaUMU TPOUCXOAUT TOJIBKO B MHCBMEHHOM BHZAE. 3ampoc JOJDKEH
OBITh ClleJlaH B NMCbMEHHOM BHUJE C YKa3aHHUEM BCEX PEKBU3UTOB JIUIIA, 3alpalllBarOIIETO
uH(popmaruio. OTBET JOJKEH OBITh clieiaH Ha (PUPMEHHOM OJIaHKE YUPEKIACHUS U OTIPABIICH
00 KyphepCKOH CIy>K00H, 100 3aKa3HBIM MHCHMOM.

Bce mnosydeHHbIE TNEPCOHANBHBIE  JAaHHBIE JIOJDKHBI  XPAaHUTbCA B MECTE,
UCKJTIOYAOIIEM HECAHKIIMOHUPOBAHHBIX JIOCTYI TPETHUX JIULI.

DNEeKTpOHHBIE HOCHUTEIIN uHpOopMaIuH, JOJIKHBI OBITH 3alUILEHBI

KpI/IHTOI“pa(i)I/I‘-ICCKI/IMI/I CPpCACTBAMU 3allIUThI HH(bOpMaHHI/I.

OTBeTCTBEHHOCTH 32 pa3rijameHue MHGOpMaUH, CBA3AHHON € MEePCOHATbHBIMU

JAHHBIMHU Pa0OTHUKA

Jluna, mpu3HaHHbIE BAHOBHBIMH B HapylleHUU TpeOoBaHUM HacTosiero [lonoxeHus o
3allUTe TMEPCOHAIBHBIX JAHHBIX PAOOTHUKOM MPUBJICKAIOTCA K JAUCIUIIMHAPHOM,
aIMUHUCTPATUBHOM, TPaXJAHCKO-TIPABOBYIO M YIOJIOBHOW OTBETCTBEHHOCTH, B MOPSIAKE

npcaAyCMOTPCHHOM 3aKOHOAATCIILCTBOM P® u nokanbHBIMH HOPMAaTHUBHBIMU dKTaMH.
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13  Tlopsaok padoThl ¢ NEPCOHAIbHBIMY JAHHBIMU KOHTPAreHTOB U NAIUEHTOB

IMopsinok moTyyeHHs: H 00PAOOTKH MEPCOHAIBLHBIX JAHHBIX KOHTPAT€HTOB U
MalMeHTOB

[Tonq o6pabotkoit II/lH mToOHWMaeTcs TmTOJMydYeHHE, XpaHEHUE, KOMOWHHPOBAHUE,
nepegaya WIM JI000€ JPYroe HCIOJIb30BaHUE IICPCOHAIBHBIX JAHHBIX KOHTPAreHTOB U
HAI[ICHTOB.

Pabota ¢ mepcoHaIbHBIMU JJAHHBIMA KOHTPAreHTOB W MAIMEHTOB J0DKHA HE HAPYIIATh
TpeOOBaHMI 3akOHOAaTeIbCTBA PD M JTOKaNBHBIX HOPMATUBHBIX aKTOB OpraHU3AIIHH.

Hcnonp30BaHne MEPCOHAIBHBIX JTAHHBIX BO3MOYKHO TOJBKO B COOTBETCTBUH C LIEJISMH,
OTIPEJICITUBIIMMHU UX MOaydeHue. [lepcoHanbHbIC TaHHBIC HE MOTYT OBITH HCIIOJIL30BaHbBI B
IEIIX NPUYMHCHHS HWMYIIECTBEHHOTO W MOpPaJIbHOrO Bpela TpakIaHaM, 3aTPYIHCHUS
peanuzanuu nmpas u cBo0oj rpaxkan Poccuiickoit Gpeneparuu.

[Topsimok 00pabOTKHU MEPCOHANBHBIX JaHHBIX Ha OyMaKHBIX MaTCPHAIBHBIX HOCHUTEIIIX
pernameHTHpoBaH «MHCTPYKIIMEH 1O XpaHCHHWIO MEPCOHAIBHBIX JIaHHBIX Ha OyMaKHBIX
HOCHUTEJISX W TMOPSJIKY PaOOThl UCHOJHUTENCH C MEPCOHAIBHBIMHU JaHHBIMH Ha OyMasKHBIX
HOCHUTEIIIX UH(OPMAITUNY, YTBEPIKICHHONW PYKOBOIUTEIICM.

OOpaboTka MEepCOHATbHBIX JAHHBIX B AaBTOMATH3MPOBAHHBIX HWH(POPMAIMOHHBIX
CHUCTEMaXx OCYIIECTBIIICTCS Ha OCHOBAHHMHM Psjla YTBEPKICHHBIX PYKOBOJAMTEIIEM UHCTPYKITUI

periaMeHTUpyIouX 00paboTKy nepcoHanbHbIX AaHHbIX B UCIIJIH.

JocTyn K nepcoOHAJbHBIM JAHHBIM
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Buytpennuit noctyn (AOCTYN BHYTPH OpPraHM3allMM) OIpEIEseTCs IepeyHeM JIUII,
MMEIOIIMNX JOCTYN K IMEPCOHAIBHBIM JIAaHHBIM KOHTPAreHTOB WU MAlIMEHTOB, OMPEAEIsAETCS
MIPUKA30M PYKOBOJIUTEIS.

Buemnuit gocryi:

K 4gnciny MaccoBbix mOTpeOUTENEe NEPCOHANBHBIX JAHHBIX BHE OpPraHU3allMd MOKHO
OTHECTH TOCYAApCTBEHHBbIC (YHKIUOHAIBHBIC CTPYKTYPHI: HAJIOTOBBIC HWHCICKIIUH,
MIPABOOXPAHUTEIbHBIC OpPTaHbl, OPTraHbl CTATUCTUKHA, BOCHKOMATBI, OPTaHbl COLMAIBLHOIO
CTpaxoBaHUs, IEHCUOHHBIC (POH/IbI, TOAPA3CICHUS MYHUIIUTIATHHBIX OPTAHOB YIIPABJICHUS;

Han3opHo-KOHTpOIBHBIC OpraHbl UMEIOT IOCTYIT K MH(GOPMAIIUU TOJBKO B cepe CBOCH

KOMIICTCHIIUH.

IIpaBa 00513aHHOCTH M OTBETCTBEHHOCTh CY0OBEKTA MEPCOHAJBHBIX JAHHBIX
3akperuieHne MNpaB CyOBEKTOB MEPCOHAIBHBIX JAHHBIX, PErVIAMEHTUPYIOUIUX 3aIUTy
€ro MepCcOHANbHBIX JAHHBIX, 00ECIIEUNBAET COXPAHHOCTh MOJHOM U TOYHOM HH(OpMaLuu o
HEM.

B mensx 3amuThl NEPCOHATBHBIX JAHHBIX KOHTPAreHThl (3aKOHHBIC MPEICTABHUTEIIN)
UMEIOT NPaBo:

- TpeOOBaTh UCKJIIOUYEHUS WM UCIPABJICHUS HEBEPHBIX WJIM HEMOJHBIX MEPCOHATBHBIX
JAHHBIX, Ta CBOOOJHBIA OECIUIATHBIA JTOCTYN K CBOMM IEPCOHAJIBHBIM JAHHBIM, BKJIIOYas
IIPaBO HA MOJIYYEHUE KONIMU HOBOM 3alIMCH, COAEPKAILEH IEPCOHAIIBHBIE ITaHHBIE;

- ONpENEeNsATh CBOMX IMPEACTAaBUTEICH NS 3allUThl CBOUX MEPCOHAIBHBIX JAHHBIX Ha
COXPaHEHHME U 3aIIUTY CBOEH JINUHOU TalHBI.

IIpaBa 0013aHHOCTH M OTBETCTBEHHOCTH ONEPATOPA MEPCOHAIBHBIX JaHHBIX

[lepconasibHasi OTBETCTBEHHOCTh - OJHO W3 TIJIABHBIX TpeOOBaHMI K OpraHu3aluu
(YHKIIMOHUPOBAHUS CUCTEMBI 3alUTHI IEPCOHAIBHON MHPOPMAIIUN U 0053aTEILHOE YCIOBUE
obecrnieueHns 3QpPEKTUBHOCTU ATOU CUCTEMBI.

Opuanueckne u Qu3nyeckue M@, B COOTBETCTBUM CO CBOMMH TOJTHOMOYMSIMHU

BJIQJICFOIIIUC O TpaXJaHaX IIOJIYHAromue MW HCIOJB3YIOIHUC €€, HCCYT OTBCTCTBCHHOCTL B



45

COOTBETCTBUHU C 3aKOHOAATeNbCTBOM Poccmiickoii denepanuy 3a HapyIICHHE pexuMa
3aIllUTHI, 00paboTKH 5 nopsiaKa
WCITOJI30BAHUS ATOW WH(POpMAITHH.

PykoBomuTenb, paspemaronmii TOCTYNl COTpPYJHHKAa K JOKYMEHTY, COJAepXKalieMy
MIEPCOHAIILHBIE CBEACHUS KOHTPAreHTOB U MAIMEHTOB, HECET MEPCOHATBLHYIO OTBETCTBEHHOCTh
3a JaHHOE pa3pelIcHHeE.

Kaxxaplii cCOTpyAHUK OpraHU3aIuy, TOTYJYaroNIii AJ1 padoThl JOKYMEHT, COJEP KaIIIHA
MIEPCOHANILHBIC JaHHBIC HECET CIMHOJIMYHYIO OTBETCTBEHHOCTH 32 COXPAaHHOCTH HOCHTENS U
KOH(DHIEHIIUATbHOCTh UH(GOPMAITIH.

Jlomyck K TepCOHAIIHBIM JTaHHBIM KOHTPAreHTOB M IMAIIMEHTOB JIPYTUX COTPYIHUKOB
paboTonareisi, He UMEIOIIUX HaJJIeKAIIM 00pa3oM 0POPMIICHHOTO AOCTYIIA, 3alpeliacTcs.

[lepeqaua (oOMEH W T.A.) TEPCOHAIBHBIX JAHHBIX MEXIY MOJpa3ieICHUsIMU
OCYIIECTBIISIETCS TOJBKO MEXKIY COTPYIHUKAMH, HWMCIOIIMMH JOCTYNl K IepCOHATBHBIM
JTAHHBIM KOHTPAareHTOB U MAIIMEHTOB.

3a HEWUCNOJHEHUE WIM HEHAJJIe)Kalllee WCIOJIHCHHE Pa0OTHUKOM 1O €ro BHHE
BO3JIOXKEHHBIX Ha HETO 00SI3aHHOCTEM MO COOJIIOACHUIO YCTAHOBIICHHOTO MOpPsIKa paboThl CO
CBEJICHUAMH  KOHQUICHIIMAIBHOTO  XapakTrepa palOoTojaTedb  BIpaBe  MPUMEHSTH

npeaycMotperHbie TpynoBeiM Kogexkcom AuCHUIIIIMHAPHBIE B3bICKAHUS.
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14  OcobGenHocTH 00PadOTKM NMEPCOHAIBHBIX JAHHBIX 0€3 HCNO0JIb30BAHMUS CPEICTB
aBTOMATH3AIUN

[Ipy HeaBTOMATU3UPOBAHHON O0O0pPabOTKE pa3IMYHBIX KaTEropvil MEepCOHATbHBIX
JAHHBIX JIOJDKEH HCIOJB30BaThCA  OTAEIAbHBIN  MaTEpHUANbHBIA HOCUTENb Ul KaXKIOM
KAaTErOpUH MEPCOHAIbHBIX JTAHHBIX.

[Ipy HeaBTOMATH3UPOBAaHHOW OOPAOOTKE MEPCOHAIBHBIX JAaHHBIX Ha

OyMaXKHBIX HOCUTEIISX:

- He Jomnyckaercda (ukcauus Ha OJHOM OYMa)KHOM HOCHUTENE MEePCOHAIbHBIX
JaHHBIX, LEIU 00pabOTKU KOTOPBIX 3aBEAOMO HECOBMECTHUMBI;

- MEpPCOHAIbHBIE JAHHBIE JOJDKHBI 000COONATBCA OT MHOM HH(OpMauuu, B
YaCTHOCTH MyTeM (PHUKCaMd WX Ha OTHEIbHBIX OyMa)KHbIX HOCHUTENSX, B CIELHAIbHBIX
paznenax wiM Ha moyisax ¢Gopm (0JIaHKOB);

- JIOKYMEHTBI, COJiepKalllue€ IepCOHANbHbIE JaHHbIE, (OPMUPYIOTCA B Jeja B
3aBUCHUMOCTH OT LIeJIM 0OpabOTKH MEPCOHATBHBIX JIAHHBIX;

- Jena ¢ JOKYMEHTaMH, COAEpKallMMHU NEPCOHAIbHBIE JAHHBIC, JOJKHBI WMETh
BHYTPEHHHE  ONUCH  JIOKYMEHTOB C YyKa3aHUEM Lieau OoOpadOTKM W KaTeropuu
NIEPCOHAJIBHBIX JAHHBIX.

JlokyMeHTBbl ~ (HOcUTEeNH  UH(pOpMAIUHU), COJepkKalue MepCOHATbHbIE JTaHHbBIC,
JOJDKHBI ~ XpaHUThCA B CIY>KEOHBIX MOMEIICHUSIX B HAJEKHO  3alUpaeMbIX H
oriedatbiBaeMbIX Ikadax (cerdax).

YHuuTOXKE€HHE WM O0E€3JIMYMBAHHME YAacCTH MEPCOHAIBHBIX JAHHBIX, €CIH  3TO
JOMYCKAEeTCsl ~ MAaTepUajbHbIM  HOCUTEIEM,  MOXET MPOU3BOJUTBECS  CHOCOOOM,
UCKJTIOYAIOIIUM JalbHEHIIyI0 00pabOTKy ATHUX MEPCOHANBHBIX JaHHBIX, C COXpPAaHEHUEM
BO3MOXXHOCTH  OOpaOOTKM MHBIX JIaHHBIX, 3a(UKCUPOBAHHBIX HA  MaTEpPHAIbHOM
HOCHTEJIE.

[Ipn HECOBMECTUMOCTH enen 00paboTKu NIEPCOHANBHBIX  JAHHBIX,

Sa(bI/IKCI/IpOBaHHBIX Ha OJHOM MAaTCPHAJIbHOM HOCHUTCIIC, CCIIH MaTepHaHBHBIﬁ HOCHTCJIb



47

HE TIO3BOJISIET OCYIIECTBIIATH OOpaOOTKY MEPCOHANBHBIX NAHHBIX OTIEIBHO OT JPYTUX
3aUKCUPOBAaHHBIX HA TOM K€ HOCHUTENIC TMEPCOHAIBHBIX JaHHBIX, IOJDKHBI OBITH
OPUHATBI MEpPhl MO OOECIIEUCHUI0 pa3lelbHONH 00pabOTKM TEPCOHANBHBIX /aHHBIX, B
JaCTHOCTH:

- Tpu  HEOOXOIWMOCTH WCIOJIb30BAaHUS WIIM PACIIPOCTPAHEHUS OMPEICICHHBIX
MEPCOHANBHBIX JTaHHBIX OTAEIBHO OT HAXOMAIMIUXCA HA TOM K€ MaTepPHAITBHOM
HOCHTEJIC TIPYTUX NEPCOHANBHBIX  JIAHHBIX  OCYIIECTBISETCS KOTTMPOBAHUE
MEPCOHANBHBIX  JTAHHBIX, MOMJICKAINX PACIpPOCTPAHEHUIO WM  HCIIOJIB30BAHUIO,
CIoco0OM, HCKITIOYAIONIUM OJTHOBPEMEHHOE KOMUPOBAHUE MEPCOHAIBHBIX JAHHBIX, HE
MOJUICKAINX ~ PaCIpPOCTPAHECHUIO u UCTIONB30BAaHUIO, U UCTIONB3YETCS
(pactipocTpaHseTcs) KOMUS TEPCOHATBHBIX JaHHBIX;

- npu HEO0OXOMMOCTU YHUYTOKCHUS WIH OJIOKUPOBAHUS 4acTH
MIEPCOHANIBHBIX JAHHBIX YHHUYTOXKACTCS WIW OJOKUPYeTCS MaTepUalbHBIA HOCHUTENIb C
PEIBApPUTEILHBIM ~ KONMUPOBAHUEM CBEJCHUN, HE MOJICKAIIMX YHUYTOKECHUIO  WIIU
OJIOKUPOBAHUIO, crocooom, UCKITIOYAIOIINM OJIHOBPEMEHHOE KOMUPOBaHUE
MIEPCOHANILHBIX JTaHHBIX, IMOUICKANUX YHUUTOKECHUIO HUIH OJOKHPOBAHUIO.

YTouHEHHE TEPCOHAIBHBIX JIAHHBIX TPU  OCYIIECTBICHMM UX 00paboTku 0e3
WCIIOJIb30BAHUSL CPEJICTB aBTOMATH3AIlMM TPOU3BOJUTCS  IyTeM  OOHOBJIICHHSI WA
W3MCHCHHUS JIaHHBIX Ha MaTepHaIbHOM HOCHTENe, a €CIM 3TO HE JIOMyCKaeTcs
TEXHUYECKUMU OCOOCHHOCTSIMU MAaTepUaTLHOTO HOCUTENS, IyTeM (QUKCAIlMK Ha TOM
K€ MaTepuabHOM HOCHUTENIE CBEJICHHMM O BHOCHUMBIX B HHUX HM3MEHCHHUSAX JHOO IyTeM
U3TOTOBJICHUSI HOBOT'O  MAaT€pUAIBLHOTO HOCUTENS C€ YTOYHEHHBIMH IEPCOHATBHBIMU
JTAHHBIMHU.

O6paboTka TEepPCOHAIBHBIX JAHHBIX, OCYIIECTBIsieMass O€3 HCIOJb30BaHUS CPEJCTB
aBTOMAaTHU3allUU, JOJKHA OCYIIECTBIISTHCS TaKUM O0pa3oM, YTOObI B OTHOIICHUH KaXIOU
KaTerOPHUH IMEPCOHAITBHBIX TAHHBIX MOYKHO OBLJIO OMPEACIIUTh MECTa XPAHCHHS TIEPCOHATBHBIX
JAHHBIX (MaTepUaIbHBIX HOCUTENCH) M YCTAaHOBUThH MEPEYCHBb JIMI], OCYIIECTBIISIONINX

00pabOoTKy MEePCOHAIBHBIX TAHHBIX JTNOO UMEIOIINX K HUM JTOCTYII.
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HpH XpaHCHUHN  MaTCPHUAJIBHBIX HOCHUTEIICH JOJIDKHBI CO6J'IIOI[3.TI>C}I YCJIOBHA,
O6CCHC‘H/IBaI-OHII/I€ COXPaHHOCTb IMCPCOHAJIBHBIX JaHHBIX u HCKIIIOYaromue
HCC&HKHI/IOHI/IpOBaHHIJﬁ K HUM JOCTYII. XpaHeHI/IC NNEPCOHAIbHBIX HAaHHBIX (MaTCpI/IaJ'IBHBIX
HOCHTeHeﬁ), o6pa60TKa KOTOPBIX OCYHICCTBIIACTCA B Pa3JIMUHBIX MNOCIIAX JOJIKHO OBITH

pa3ieabHBIM.
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15  Owxugaemblii 3¢ dext oT peanuzanuu [lonoxenns

Peanuzanus [lonoxenus 6e3onacHoct I11J1a 8 UCIT/IH mo3BOIMT:

* OLIEHUTh cocTosiHue Oe3omnacHocT uHpopManuu WCIIJIH, BBIIBUTh MCTOUHUKHU
BHYTPEHHUX U BHEIIHUX Yrpo3 MHGOPMAIMOHHON O€30MacHOCTH, OMPEACIUTh
MIPUOPUTETHBIC HAIpPABICHUSI MPEAOTBPAICHUS, OTPAKEHUS U HEUTpalu3aluu
ATUX YTPO3;

* pa3paboTaTh paCHOPSIUTEIBHBIE W HOPMATUBHO-METOJMYECKHE JOKYMEHTHI
npumennTensbHo K UCIIH;

* mnposectu Kiaccudukanuio u cepruduxaruo UCIIH;

* TPOBECTH OPraHU3AIMOHHO-PEKUMHBIE W TEXHUYECKUE MEPONPUITUS IO
ob6ecneueHuto 6e3onacHoctu I1/{n B UCII/IH;

* o0ecreynTh HEOOXOIUMBIN YPOBEHb 0€30IaCHOCTH OOBEKTOB 3AILUTHI;

* pa3paboTaTh METOJUYECKHE JTOKYMEHThI MO pPa3MEIIECHHUI0, O0OpYIOBAHHUIO U
OXpaH€ MOMEIICHUM, T€ XPaHITCS MEPCOHAJbHBIE JAHHBIE, MO  XPAHEHUIO
NEPCOHANBHBIX JaHHBIX HA OYMaXKHBIX HOCUTEISX U TOPSJKY pabOThI
WCTIOJHUTENIEH C TMEPCOHANIBHBIMU J@HHBIMM Ha OYMaXKHBIX HOCHTEISX

uH(pOopMaIuu.

OcyuiecTBI€HNE ITUX MEPONPUITUI 00ECTICUUT CO3TaHUE EIUHOM,
LEJOCTHOM M CKOOPAMHUPOBAHHOW CHUCTEMBbl WH(DOPMAMOHHOW OE€30MacHOCTH U

CO34aCT YyCIIOBHA JIA €€ I[EUII)HGI?IIHGFO COBCPIICHCTBOBAHMA.
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16 CIHCOK MCII0JIB30BAHHBIX HCTOYHUKOB

OCHOBHBIMH HOPMATHBHO-NIPABOBBIMH M METOAUYECKUMH JOKYMEHTAMH, Ha
KOTOPbIX 0a3upyercs HacTosimee [looxkenne ABJISIIOTCA:

®epnepanbbiil 3akoH oT 27.07.2006 1. No 152-D3 «O nepcoHanbHBIX TaHHBIX» (J1aliee —
®3 «O mnepcoHaNbHBIX JAHHBIX»), YCTAHABIMBAIONIMM OCHOBHBIC MPUHIUIBI U YCIOBUS
obpabotku [IJIH, mpaBa, O0O0S3aHHOCTH ¥ OTBETCTBEHHOCTh YYAaCTHUKOB OTHOIICHHM,
CBsI3aHHBIX ¢ 00paboTKoit I1/]H.

«TpeboBaHusi K 3amUTe TMEPCOHANBHBIX JAHHBIX TIPU  UX o0paboTke B
WH(QOPMAIIMOHHBIX CHUCTEMaX TNEPCOHANBHBIX JJaHHBIX», YTBEpKIeHbl [locTaHOBIECHUEM
[IpaButenscTtBa PO ot 01.11.2012 1. Ne 1119.

«ITonoxxenre 06 0COOCHHOCTAX 00PaOOTKU MEPCOHANBHBIX JAaHHBIX, OCYIIECTBISIEMOM
0e3 HCIOJB30BAaHMS  CPEACTB  aBTOMAaTU3alMKM», yTBepxkaeHHoe IllocraHoBieHueM
[TpaButenscTBa PO ot 15.09.2008 1. Ne 687.

[ToctanoBnenne IlpaButenbctBa Ne 211 ot 21 mapra 2012 roga «OO0 yTBEepxkACHUU
nepeyHss  Mep,  HampaBJICHHBIX  Ha  OOECreyYeHHWe  BBIMOJIHEHUS  OOS3aHHOCTEH,
npeaycMoTpeHHbIX D3 «O mepcoHaNbHBIX NAHHBIX» U MPUHATHIMH B COOTBETCTBUM C HUM
HOPMATUBHBIMH MPABOBBIMHU aKTaMH, ONEpaTOpamu, SBISIOMIUMUCS TOCYAapPCTBEHHBIMU WM
MYHHUITUTIATHBHBIMA OpPTaHaAMK.

«TpebGoBanus K MaTepUaIbHBIM HOCUTENIIM OMOMETPUUECKUX MEPCOHATBHBIX JaHHBIX U
TEXHOJIOTUSM XPAaHEHUsI TaKUX JaHHBIX BHE HWHQPOPMAIMOHHBIX CHCTEM MEPCOHATBHBIX
JTaHHBIX», yTBepKaeHHbIe [locTanoBnenuem [IpaBurensctea PO ot 06.07.2008 1. Ne 512.

HopmatuBHo-MeTonuueckue M0kyMeHThl DenepanbHON CiyXObl MO TEXHUYECKOMY U
skcepTHOoMYy KoHTposito Poccuiickoit ®enepaunn  (manee - DOCTOIK  Poccun) mo
obecnieuenuto 6e3omacuoctu [1/1n npu ux odpadotke B UCIIIH:

bazoBas mojnens yrpo3 6€30MacHOCTH NMEPCOHANIBHBIX JAHHBIX MPU MX 00pabOTKE B

WH(OPMAITMOHHBIX CHCTEMaX MEePCOHAIBHBIX NaHHbIX, YTB. 3aM. qupektopa PCTOK Poccun

15.02.08 r.



o1

basosasi mozenb yrpo3 0e30MacHOCTH IIEPCOHAIBHBIX JIAHHBIX IPU HX
o0paboTke B HMH()OPMAIMOHHBIX CHCTEMax IEPCOHAIBHBIX JAHHBIX, YTB. 3aM.
qupekropa PCTIK Poccun 15.02.08 r.

Metouka omnpejielieHusi aKTyalbHBIX yrpo3 0e30IacHOCTH EPCOHAIBHBIX
JIAHHBIX IpU MX 00paboTke B HHGOPMALMOHHBIX CHCTEMax I1€PCOHATBHBIX
JlaHHBIX, YTB. 3aM. jupektopa @CTIK Poccun 15.02.08 r.

ITlpukaz ®CTIOK Poccum Ne 17 or 11 despans 2013 roma «O6
yrBepxkaenun TpeGoBanuit o 3ammre HHQOPMAaUUKW, HE COCTABJISIONIMX
roCyIapCTBEHHYIO TalHy, COEPXKAIMXCS B FOCYIapCTBEHHBIX MH()OPMAIIMOHHBIX
CUCTEeMax».

[Ipukasz ®CTIK Poccun Ne 21 ot 18 despaist 2013 rona «O6 yTBepkaeHUH
CocraBa u cojiep/KkaHUsl OPraHU3alHOHHBIX U TEXHUYECKHMX Mep M0 00ecredeHHIo
0e30macHOCTH IepCOHATBHBIX JAHHBIX [PH UX 00paboTke B MH(OPMAI[MOHHBIX
CHUCTEMAaX EePCOHAIBHBIX JJAHHBIX).

Ilpuka3 ®enepanbHoii ciryx0bl Ge3onacnoctu Poccuiickoit ®eeparuu oT
10 miomst 2014 r. N 378 «O6 yrBepkiaenun CocraBa W CojepKaHHS
OpraHM3allMOHHBIX M TEXHHYECKMX Mep 10 o0ecCledyeHnio 0e3011aCHOCTH
NIEPCOHAIBHBIX JIAHHBIX TIpH MX 00paboTke B HHMOOPMAIMOHHBIX CHCTEMAx
II€PCOHAJIbHBIX JIAHHBIX C UCITIOJIb30BAHMEM CPE/ICTB KPUIITOrpaduuecKoi 3aIiThl
HH(OpPMALMK, HEOOXOMMMBIX JUIsS BBIIOJHEHUs yCTAHOBICHHEIX |IpaBHTebCcTBOM
Poccuiickoli ®eniepanuu TpeGoBaHMM K 3allUTe I1EPCOHAIBHBIX JAHHBIX IS

Ka)KII0I'0 U3 YPOBHEH 3aIIUIIEHHOCTHY.
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